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HOWTO | will take some liberties along the road. For example, | postul ate
a 10Mbit Internet connection, while I know full well that those are not very common.

2.5. CVS

HOWTO

CVS
HOWTO

$ export CVSROOT=:pserver:anon@outpost.ds9a.nl:/var/cvsroot
$ cvs login

CVS password: [enter "cvs® (without "s)]

$ cvs co 2.4routing

cvs server: Updating 2.4routing

U 2.4routing/lartc.db

cvs-z3 diff —uBb

<howto@ds9a.nl>
.db

Makefile postscript dvi pdf html
docbook docboot-utils ghostscript  tetex

2.4routing.sgml HOWTO
lartc.db
2.6.
HOWTO
post
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3.1 Iproute2?

Linux
route
iproute2
2.2 Linux
Linux
Linux
Linux SunOS

3.2 1proute2

Linux

Iproute2

3.3

‘ iproute’

iproute

UNIX arp, ifconfig
Linux2.2

Linux

Traffic Control

RedHat  Debian

RedHat6.2


ftp://ftp.inr.ac.ru/ip-routing/iproute2-current.tar.gz

RedHat 7.2
netlink  Iproute2

3.4

iproute2 ifconfig  route

( )

3.4.1. ip

[ahu@home ahu]$ ip link list

1: lo: <LOOPBACK,UP> mtu 3924 gdisc noqueue
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

2: dummy: <BROADCAST,NOARP> mtu 1500 gdisc noop
link/ether 00:00:00:00:00:00 brd ff:ff:ff-ff:ff:ff

3: ethO: <BROADCAST,MULTICAST,PROMISC,UP> mtu 1400 qdisc pfifo_fast glen 100
link/ether 48:54:e8:2a:47:16 brd ff:ff:ff:ff:Ff:ff

4: ethl: <BROADCAST,MULTICAST,PROMISC,UP> mtu 1500 qdisc pfifo_fast glen 100
link/ether 00:e0:4c:39:24:78 brd ff:ff:ff-ff.ff:ff

3764: ppp0: <POINTOPOINT,MULTICAST,NOARP,UP> mtu 1492 qdisc pfifo_fast glen 10

link/ppp
NAT
loopback While your computer may function somewhat
without one, I'd advise against it. MTU ( ) 3924
loopback
cable modem
ppPO
IP iproute “ P ”
IP IP
MAC
3.4.2. ip IP

[ahu@home ahu]$ ip address show

1: lo: <LOOPBACK,UP> mtu 3924 qgdisc noqueue
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 brd 127.255.255.255 scope host lo

2: dummy: <BROADCAST,NOARP> mtu 1500 gdisc noop



link/ether 00:00:00:00:00:00 brd ff:ff:ff.ff.ff.ff

3: eth0: <BROADCAST,MULTICAST,PROMISC,UP> mtu 1400 gdisc pfifo_fast glen 100
link/ether 48:54:e8:2a:47:16 brd ff:ff:ff-ff:.ff:ff
inet 10.0.0.1/8 brd 10.255.255.255 scope global ethO

4: ethl: <BROADCAST,MULTICAST,PROMISC,UP> mtu 1500 qdisc pfifo_fast glen 100
link/ether 00:e0:4c:39:24:78 brd ff:ff.ff.ff.ff.ff

3764: ppp0: <POINTOPOINT,MULTICAST,NOARP,UP> mtu 1492 qdisc pfifo_fast glen 10
link/ppp
inet 212.64.94.251 peer 212.64.94.1/32 scope global ppp0

“ inet” Internet (1Pv4)

eth0 IP 10.0.0./8
‘8 IP 32 hit
24 hit 10.0.01 8hit  10.0.0.0,
255.0.0.0

bit 10.250.3.13 eth0
10.0.0.1

ppp0
212.64.94.251

212.64.94.251
212.64.94.1 /32 bit

HOWTO

qdisc”

3.4.3. ip

10.x.y.z 212.64.94.1

PPP
Internet 212.64.94.1

[ahu@home ahu]$ ip route show

212.64.94.1 dev ppp0 proto kernel scope link src 212.64.94.251
10.0.0.0/8 dev eth0 proto kernel scope link src 10.0.0.1
127.0.0.0/8 dev lo scope link

default via 212.64.94.1 dev pppO

4 ip address show
212.64.94.1

via

route

[ahu@home ahu]$ route -n



Kernel 1P routing table

Destination Gateway Genmask Flags Metric Ref Use
Iface
212.64.94.1 0.0.0.0 255.255.255.255 UH 0 0 0 pppO
10.0.0.0 0.0.0.0 255.0.0.0 U 0 0 0 eth0
127.0.0.0 0.0.0.0 255.0.0.0 U 0 0 0 lo
0.0.0.0 212.64.94.1 0.0.0.0 uG 0 0 0 pppO
3.5. ARP
ARP RFC 826 “ " ARP
/
IP foo.com
bar.net IP
ARP
foo IP 10.0.0.1 bar IP 10.0.0.2
foo  ping bar foo bar IP
bar (MAC) foo  ping bar ARP
ARP “ Bar(10.0.0.2)! ( MAC ) 7
foo bar(10.0.0.2)
Bar foo ARP “ F00(10.0.0.2) Mac
00:60:94:E9:08:12"
Foo ARP (
Unix 15 )
ARP
[root@espa041 /home/src/iputils]# ip neigh show
9.3.76.42 dev ethO Iladdr 00:60:08:3f:€9:f9 nud reachable
9.3.76.1 dev ethO lladdr 00:06:29:21:73:c8 nud reachable
espad41 (9.3.76.41) espad42 (9.3.76.42)

espagate (9.3.76.1)

[root@espa041 /home/paulsch/.gnome-desktop]# ping -c 1 espa043
PING espa043.austin.ibm.com (9.3.76.43) from 9.3.76.41 : 56(84) bytes of data.
64 bytes from 9.3.76.43: icmp_seq=0 ttl=255 time=0.9 ms

-—- espa043.austin.ibm.com ping statistics ---
1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 0.9/0.9/0.9 ms

[root@espa041 /home/src/iputils]# ip neigh show

9.3.76.43 dev eth0 Iladdr 00:06:29:21:80:20 nud reachable
9.3.76.42 dev ethO Iladdr 00:60:08:3f:e9:f9 nud reachable
9.3.76.1 dev ethO lladdr 00:06:29:21:73:¢8 nud reachable

espal4l espal43 espada3 ARP
espal43 ( ) espad4l
espa043 ARP


http://www.faqs.org/rfcs/rfc826.html

espad43  ARP

[root@espa041 /home/src/iputils]# ip neigh delete 9.3.76.43 dev ethO
[root@espa041 /home/src/iputils]# ip neigh show

9.3.76.43 dev eth0 nud failed
9.3.76.42 dev ethO Iladdr 00:60:08:3f:e9:f9 nud reachable

9.3.76.1 dev ethO Iladdr 00:06:29:21:73:¢8 nud stale

espad4l espad43  MAC espand3

ARP espagate (9.3.76.1)
"Stale" MAC

10



"|P: advanced router"

"IP: policy routing”

Ilipll
"route” main local

[ahu@home ahu]$ ip rule list

0:

rom all lookup local

32766:

rom all lookup main

32767:

rom all lookup default
(¢ fromal” ) "main” “ iproutels’

“ local” “ default”
IP Alexey
ip-cref
4.1.
Cable Modem Linux
NAT (* ") Internet
hotmail ,
Cable Modem
cablemodem IP 212.64.94.251 PPP IP

212.64.94.1 cable modem IP 212.64.78.148
195.96.98.253

local

[ahu@home ahu]$ ip route list table local

11



broadcast 127.255.255.255 dev lo proto kernel scope link src 127.0.0.1
local 10.0.0.1 dev ethO proto kernel scope host src 10.0.0.1

broadcast 10.0.0.0 dev eth0 proto kernel scope link src 10.0.0.1

local 212.64.94.251 dev ppp0 proto kernel scope host src 212.64.94.251
broadcast 10.255.255.255 dev ethO proto kernel scope link src 10.0.0.1
broadcast 127.0.0.0 dev lo proto kernel scope link src 127.0.0.1

local 212.64.78.148 dev ppp2 proto kernel scope host src 212.64.78.148
local 127.0.0.1 dev lo proto kernel scope host src 127.0.0.1

local 127.0.0.0/8 dev lo proto kernel scope host src 127.0.0.1

“ default”

main”

[ahu@home ahu]$ ip route list table main

195.96.98.253 dev ppp2 proto kernel scope link src 212.64.78.148
212.64.94.1 dev ppp0 proto kernel scope link src 212.64.94.251
10.0.0.0/8 dev ethO proto kernel scope link src 10.0.0.1
127.0.0.0/8 dev lo scope link

default via 212.64.94.1 dev ppp0

1] ‘bhn”
/etc/iproute2/rt_tables

# echo 200 John >> /etc/iproute2/rt_tables
# 1p rule add from 10.0.0.10 table John

# ip rule Is

0:

rom all lookup local
32765:

rom 10.0.0.10 lookup John
32766:

rom all lookup main
32767:

rom all lookup default

John
# 1p route add default via 195.96.98.253 dev ppp2 table John

# 1p route flush cache
ip-up
4.2. ISP

ISP

12



W/ \_ | ifl | /
/ \ | | |
[ + Linux | |
\_ A | |
\_ _/ | if2 | \
\ / R Fom——— + Fommm e + |
I I \
o + ISP 2 +-————-—-
I I I
Fomm + \
4.2.1.
ISP ISP
( if1) $IF1
$IF2 $IF1 P $IP1 $IF2 P $I1P2
ISP1 $P1 ISP2 $P2 $P1
$P1 NET $P2 $P2 NET
T1 T2 [etc/iproute2/rt_tables

ip
ip
ip
ip

ip
ip

ip

ip
ip

route add $P1_NET dev $IF1 src $IP1 table T1
route add default via $P1 table T1
route add $P2_NET dev $IF2 src $1P2 table T2
route add default via $P2 table T2

ISP

“® mal n"
143 gcn

route add $P1 NET dev $IF1 src $IP1
route add $P2 NET dev $IF2 src $IP2

route add default via $P1

rule add from $IP1 table T1
rule add from $1P2 table T2

13



ISP ISP

4.2.2.

ISP

ISP
ISP (
):

ip route add default scope global nexthop via $P1 dev $IF1 weight 1 \
nexthop via $P2 dev $IF2 weight 1

ISP “ weight”
ISP

100% ISP
Julian Anastasov

http://www.linuxvirtual server.org/~julian/#routes

Julian

14
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Linux 3 IP-in-IP GRE ( PPTP)

5.1.

IP
20 MTU 1500
P 1480

5.2. IP-iIn-IP

Linux ipip.o
new_tunnel.o

3 A B C( Internet) A

0.0.1.0
55.255.255.0

0.0.1.1
C 172.16.17.18

0.0.2.0
55.255.255.0

0.0.2.1

15



C IP 172.19.20.21

Internet

insmod ipip.o
insmod new_tunnel.o

A

ifconfig tunlO 10.
route add -net 10.

B

ifconfig tunl0 1
route add -net 1

o o

0.0.2.
0.0.1

ifconfig tunlO down

|P-in-IP
IPv4

IP-in-1P
GRE

5.3. GRE

GRE CISCO

GRE
ip_gre.o

5.3.1. IPV4

|Pv4

0.0.1.0
55.255.255.0

0.0.1.1

16

.1.1 pointopoint 172.19.20.21
.2.0 netmask 255.255.255.0 dev tunl0O

1 pointopoint 172.16.17.18
.0 netmask 255.255.255.0 dev tunl0O

A B
IPv6
1.3 Linux
IP-in-IP
IPv6 Linux
C( Internet) A



C 172.16.17.18 neta

0.0.2.0
55.255.255.0

0.0.2.1

C IP 172.19.20.21 netb

A

ip tunnel add netb mode gre remote 172.19.20.21 local 172.16.17.18 ttl 255
ip link set netb up

ip addr add 10.0.1.1 dev netb
ip route add 10.0.2.0/24 dev netb

1 netb(
) GRE (mode gre),
172.19.20.21( ) 172.16.17.18(
C )
TTL 255(ttl 255)
2
3 IP 10.0.1.1
P ( 10.0.3.0)

4 B

1 255.0.0.0

/18 255.255.0.0 /16 255.255.255.0 124

B
ip tunnel add neta mode gre remote 172.16.17.18 local 172.19.20.21 ttl 255
ip link set neta up

ip addr add 10.0.2.1 dev neta
ip route add 10.0.1.0/24 dev neta

A

ip link set netb down
ip tunnel del netb

netb neta B

17



5.3.2. IPv6

|Pv6 6 1

IPv6 6bone
Network 3ffe:406:5:1:5:a:2:1/96

|Pv4 172.16.17.18 6bone IPv4 172.22.23.24

ip tunnel add sixbone mode sit remote 172.22.23.24 local 172.16.17.18 ttl 255
ip link set sixbone up

ip addr add 3ffe:406:5:1:5:a:2:1/96 dev sixbone

ip route add 3ffe::/15 dev sixbone

sixbone
sit( IPv4 IPv6) (remote) (local)
TTL 255 (up)
3ffe::/15 (
6bone)
GRE Linux
5.4.
PPP  PPTP
( IP)
HOWTO

18



Marco Davids marco@sara.nl

NOTE to maintainer:

As far as | am concerned, this IPv6-IPv4 tunneling is not per definition GRE
tunneling. You could tunnel IPv6 over 1Pv4 by means of GRE tunnel devices (GRE
tunnels ANY to IPv4), but the device used here ("sit") only tunnels IPv6 over IPv4

and is therefore something different.

6.1. IPV6
Linux IPv6
IPv6
IPv6 CISCO
©
IPv6
IPv4 , 1Pv6 128bit
o IP
340,282,266,920,938,463,463,374,607,431,768,211,465
IP) Internet
IP QoS

: 2002:836h:9820:0000:0000:0000:836h:9886

IPv6
. IPv4

. 16bit

(TR 1]

32bit

IPV6(

2002:836b:9820:0000:0000:0000:836hb:9886

2002:836b:9820::836b:9886

3ffe:0000:0000:0000:0000:0020:34A 1:F32C

3ffe:20:34A1:F32C

Linux

Ipng

19
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IPv6 6bone
IPv6 IPv4 IPv6 IPv4
IPv6
. Linux glibc
IPv6

cd /usr/src/linux

make menuconfig

. “ Networking Options’
. “ The IPv6 protocol” “ IPv6: enable EUI-64 token format”  “ IPV6:
disable provider based addresses’

|Pv6

Makefile EXTRAVERSION = -Xx
EXTRAVERSION = -x-1Pv6

Jusr/src/linux/README
“ Isbin/ifconfig -a

“ git0-device” SIT “ Internet " (Simple Internet
Transition) IP
IPv6
“ 6bone”
IPv6 . 3ffe:604:6:8::/64 6bone
164 IPv4
IPv4 145.100.24.181 6bone IPv4 145.100.1.5

# 1p tunnel add sixbone mode sit remote 145.100.1.5 [local 145.100.24.181 ttl 255]
# 1p link set sixbone up

# 1p addr add 3FFE:604:6:7::2/126 dev sixbone

# 1p route add 3ffe::0/16 dev sixbone

20



1 sixbone sit (

IPv4 IPv6 ) IP TTL —255
(up)
3ffe::/15 (which is currently all of 6bone)
|Pv6

# echo 1 >/proc/sys/net/ipv6/conf/all/forwarding
# /Jusr/local/sbin/radvd

radvd zebra IPv6

# /sbin/ip -f inet6 addr

Linux IPv6 radvd
IPv6

# /sbin/ip -f inet6 addr
1: lo: <LOOPBACK,UP> mtu 3924 gdisc noqueue inet6 ::1/128 scope host

3: eth0: <BROADCAST,MULTICAST,UP> mtu 1500 qdisc pfifo_fast glen 100
inet6 3ffe:604:6:8:5054:4cff:fe0l:e3d6/64 scope global dynamic
valid_Ift forever preferred Ift 604646sec inet6 fe80::5054:4cff:fe0l:e3d6/10

scope link

IPv6 bind A IPv6
“ AAAA” in-addr.arpa “ ip6.int”
IPv6 ssh telnet inetd Mozilla Apache
WEB
Cisco

1

interface Tunnell

description IPv6 tunnel

no ip address

no ip directed-broadcast

ipv6 address 3FFE:604:6:7::1/126
tunnel source Serial0

tunnel destination 145.100.24.181

tunnel mode ipv6ip
1

ipv6 route 3FFE:604:6:8::/64 Tunnell

Cisco disposal Internet IPv6
Cisco WEB

“ ipv6 tunnel broker”

21



Linux
FreeS'WAN
FreeS'WAN
Linux 2.5.47
Miller USAGI IPv6
CrypoAPI
HOWTO 25
FreeS'WAN
2.5.49 IPSEC
. Alexey
BUG
)
)
[13 ESP’
. IPSEC

IPSEC 22 24

Linux
FreeS'WAN
IPSEC Alexey Kuznetsov  Dave
James Morris
IPSEC Linux 2.4
IPSEC
Dave Miller 2.5.48
( 2.5.49
(
Makefiles 2.5x
CryptoAPI “ PF_ KEY” “ AH”
netfilter TCP_MSS
nitwit email

bert hubert <ahu@ds9a.nl>

7.1,

22
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http://lists.freeswan.org/pipermail/design/2002-November/003901.html
http://www.freeswan.ca/code/old/freeswan-Snapshot/doc/index.html
http://ds9a.nl/ipsec
ftp://ftp.inr.ac.ru/ip-routing/iputils-ss021109-try.tar.bz2
http://ds9a.nl/ipsec/setkey.tar.gz
http://ds9a.nl/ipsec/setkey.tar.gz
mailto:ahu@ds9a.nl

IPSEC HOWTO

. iptables IPSEC IPSEC

iptables -A xxx -p 50 -j ACCEPT
iptables -A xxx -p 51 -j ACCEPT

IPSEC IP ‘ "

IPSEC ESP('Encapsulated Security Payload', )
AH(Authentication Header )

ESP AH SA(security associations, ) SA
SA

add 10.0.0.11 10.0.0.216 ah 15700 -A hmac-md5 "'1234567890123456";

“ 10.0.0.11 10.0.0.216 AH HMAC-MD5
1234567890123456" SPI(Security Parameter Index
) '15700'
SA—— SA
—_— SA 10.0.0.11 10.0.0.216
2 SA
ESP SA:

add 10.0.0.11 10.0.0.216 esp 15701 -E 3des-cbc "123456789012123456789012";

“ 10.0.0.11 10.0.0.216 ESP 3des-chc
123456789012123456789012" SPI '15701'
SA
SA SPI
SPI Security Parameter |ndex( )
13 I p%”
13 ip% ”
SP(Security Policy )

spdadd 10.0.0.216 10.0.0.11 any -P out ipsec \
esp/transport//require \
ah/transport//require;

10.0.0.216 10.0.0.11
AH SA
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SA AP

10.0.0.216  10.0.0.11

10.0.0.216

#1/sbin/setkey -f
add 10.0.0.216 10.0.0.11 ah 24500 -A hmac-md5 "'1234567890123456";
add 10.0.0.216 10.0.0.11 esp 24501 -E 3des-chc "123456789012123456789012";

spdadd 10.0.0.216 10.0.0.11 any -P out ipsec
esp/transport//require
ah/transport//require;

10.0.0.11 SA SP

#1/sbin/setkey -f
add 10.0.0.216 10.0.0.11 ah 24500 -A hmac-md5 *'1234567890123456";
add 10.0.0.216 10.0.0.11 esp 24501 -E 3des-cbc "123456789012123456789012";

( /sbin “ setkey” ),
10.0.0.216 “ ping 10.0.0.11” tcpdump

22:37:52 10.0.0.216 > 10.0.0.11: AH(spi=0x00005fh4,seq=0xa): ESP(spi=0x00005fb5,seq=0xa) (DF)
22:37:52 10.0.0.11 > 10.0.0.216: icmp: echo reply

10.0.0.11 Ping tcpdump
10.0.0.11
—AH ESP SPI
IPSEC
10.0.0.216
10.0.0.11 10.0.0.1 10.0.0.11
10.0.0.216
10.0.0.11
10.0.0.11 SP
#1/sbin/setkey -f
spdadd 10.0.0.216 10.0.0.11 any -P IN ipsec
esp/transport//require
ah/transport//require;
10.0.0.11 10.0.0.216 ESP AH

10.0.0.216
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#1/sbin/setkey -f
flush;
spdflush;

# AH
add 10.
add 10.

.0.
.0.

1 10.0.0.216 ah 15700 -A hmac-md5 *'1234567890123456";
16 10.0.0.11 ah 24500 -A hmac-md5 "1234567890123456";

oo

1
2

# ESP
add 10.0.0.11 10.0.0.216 esp 15701 -E 3des-cbc "123456789012123456789012";
add 10.0.0.216 10.0.0.11 esp 24501 -E 3des-cbc "123456789012123456789012";

spdadd 10.0.0.216 10.0.0.11 any -P out ipsec
esp/transport//require
ah/transport//require;

spdadd 10.0.0.11 10.0.0.216 any -P in ipsec
esp/transport//require
ah/transport//require;

10.0.0.11

#1/sbin/setkey -f
flush;
spdflush;

# AH
add 10.
add 10.

.0.11 10.0.0.216 ah 15700 -A hmac-md5 *'1234567890123456";
.0.216 10.0.0.11 ah 24500 -A hmac-md5 "1234567890123456";

[N

# ESP
add 10.0.0.11 10.0.0.216 esp 15701 -E 3des-cbc "123456789012123456789012";
add 10.0.0.216 10.0.0.11 esp 24501 -E 3des-cbc "123456789012123456789012";

spdadd 10.0.0.11 10.0.0.216 any -P out ipsec
esp/transport//require
ah/transport//require;

spdadd 10.0.0.216 10.0.0.11 any -P in ipsec

esp/transport//require
ah/transport//require;

setkey -D

SA
setkey —DP

SP

7.2,
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telnet

IPSEC
10 50

. 3DES Blowfish

IPSEC IKE(Internet Key Exchange Internet
Linux 25 IPSEC KAME “ racoon” IKE
11 9 Alexey iptools racoon

#include <net/route.n>

e |[KE UDP 500 iptables
7.2.1.
SA SP
IKE SP SA
IPSEC SP SA IKE
SP SA
7.2.2.

Kame racoon

SP
IKE

10.0.0.11 10.0.0.216
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http://ds9a.nl/ipsec/racoon.bz2

racoon
X.509 7.2.3

path pre_shared_key "/usr/local/etc/racoon/psk.txt";
remote anonymous
{
exchange_mode aggressive,main;
doi ipsec_doi;
situation identity_only;
my_identifier address;
lifetime time 2 min; # sec,min,hour
initial_contact on;
proposal_check obey;
obey, strict or claim
proposal {
encryption_algorithm 3des;
hash_algorithm shal;
authentication_method pre_shared key;
dh_group 2 ;
}
}

sainfo anonymous

pfs_group 1;

lifetime time 2 min;
encryption_algorithm 3des ;
authentication_algorithm hmac_shal;
compression_algorithm deflate ;

}

IP (‘'my_identifier
address) 3DES shal
psk.txt

psk.txt

10.0.0.11

10.0.0.216
password2

10.0.0.216

10.0.0.11
password2

root 0600 racoon

SP
10.0.0.216
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#1/sbin/setkey -f
flush;
spdflush;

spdadd 10.0.0.216 10.0.0.11 any -P out ipsec
esp/transport//require;

spdadd 10.0.0.11 10.0.0.216 any -P in ipsec
esp/transport//require;

10.0.0.11

#1/sbin/setkey -f
flush;
spdflush;

spdadd 10.0.0.11 10.0.0.216 any -P out ipsec
esp/transport//require;

spdadd 10.0.0.216 10.0.0.11 any -P in ipsec
esp/transport//require;

SP

racoon 10.0.0.11 10.0.0.216
telnet racoon

12:18:44: INFO: isakmp.c:1689:isakmp_post_acquire(): IPsec-SA
request for 10.0.0.11 queued due to no phasel found.

12:18:44: INFO: isakmp.c:794:isakmp_phlbegin_i(): initiate new
phase 1 negotiation: 10.0.0.216[500]<=>10.0.0.11[500]

12:18:44: INFO: isakmp.c:799:isakmp_phlbegin_i(): begin Aggressive mode.

12:18:44: INFO: vendorid.c:128:check vendorid(): received Vendor ID:
KAME/racoon

12:18:44: NOTIFY: oakley.c:2037:o0akley_skeyid(): couldn*t find
the proper pskey, try to get one by the peer®s address.

12:18:44: INFO: isakmp.c:2417:log _phlestablished(): ISAKMP-SA
established 10.0.0.216[500]-10.0.0.11[500] spi:044d25dede78a4dl: ff01e5b4804f0680

12:18:45: INFO: isakmp.c:938:isakmp_ph2begin_i(): initiate new phase 2
negotiation: 10.0.0.216[0]<=>10.0.0.11[0]

12:18:45: INFO: pfkey.c:1106:pk_recvupdate(): IPsec-SA established:
ESP/Transport 10.0.0.11->10.0.0.216 spi=44556347(0x2a7e03b)

12:18:45: INFO: pfkey.c:1318:pk recvadd(): IPsec-SA established:
ESP/Transport 10.0.0.216->10.0.0.11 spi=15863890(0xf21052)

setkey -D SA

10.0.0.216 10.0.0.11

esp mode=transport spi=224162611(0x0d5c7333) reqid=0(0x00000000)
E: 3des-cbc 5d421clb d33b2a9f 4e9055e3 857db9fc 211d9c95 ebaead04
A: hmac-shal ¢5537d66 f3c5d869 bd736ae2 08d22133 27f7aa99
seq=0x00000000 replay=4 flags=0x00000000 state=mature

created: Nov 11 12:28:45 2002

current: Nov 11 12:29:16 2002

diff: 31(s)

hard: 600(s)

soft: 480(s)

last: Nov 11 12:29:12 2002

hard: 0(s)

soft: 0(s)

current: 304(bytes)

hard: 0(bytes)

soft: O(bytes)
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allocated: 3
hard: 0
soft: 0

sadb_seq=1 pid=17112 refcnt=0

10.0.0.11 10.0.0.216

esp mode=transport spi=165123736(0x09d79698) reqid=0(0x00000000)
E: 3des-cbc d7af8466 acd4fldc 872c5443 ec45a719 d4b3fdel 8d239d6a
A: hmac-shal 4lccc388 4568ac49 19e4e024 628e240c 141ffe2f
seq=0x00000000 replay=4 flags=0x00000000 state=mature

created: Nov 11 12:28:45 2002

current: Nov 11 12:29:16 2002

diff: 31(s)

hard: 600(s)

soft: 480(s)

last:

hard: 0(s)

soft: 0(s)

current: 231(bytes)

hard: 0(bytes)

soft: 0(bytes)

allocated: 2

hard: 0
soft: 0
sadb_seq=0 pid=17112 refcnt=0
SP
10.0.0.11[any] 10.0.0.216[any] tcp
in ipsec

esp/transport//require

created:Nov 11 12:28:28 2002 lastused:Nov 11 12:29:12 2002
lifetime:0(s) validtime:0(s)

spid=3616 seq=5 pid=17134

refcnt=3

10.0.0.216[any] 10.0.0.11[any] tcp

out ipsec

esp/transport//require

created:Nov 11 12:28:28 2002 lastused:Nov 11 12:28:44 2002
lifetime:0(s) validtime:0(s)

spid=3609 seq=4 pid=17134

refcnt=3
7.2.2.1.
root root
racoon “-F
. racoon.conf
“ log debug;”
7.2.3. X.509
IPSEC
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openss

7.2.3.1. X.509

OpenSSL CA
Snake Oil
CA

laptop : K

$ openssl req -new -nodes -newkey rsa:1024 -shal -keyform PEM -keyout \
laptop.private -outform PEM -out request.pem

Country Name (2 letter code) [AU]:NL

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:Delft

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Linux Advanced
Routing & Traffic Control

Organizational Unit Name (eg, section) []:laptop

Common Name (eg, YOUR name) []:bert hubert

Email Address []:ahu@ds9a.nl

Please enter the following "extra" attributes
to be sent with your certificate request

A challenge password []:
An optional company name []:

$ openssl x509 -req -in request.pem -signkey laptop.private -out \
laptop.public

Signature ok

subject=/C=NL/L=Delft/0=Linux Advanced Routing & Traffic \
Control/0U=laptop/CN=bert hubert/Email=ahu@ds9a.nl

Getting Private key

“ reguest.pem’

“ * public’ “ * private’
7.2.3.2.

racoon
10.0.0.11 (upstairs)  10.0.0.216(Iaptop)

10.0.0.11 racoon.conf
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path certificate "/usr/local/etc/racoon/certs";
remote 10.0.0.216

exchange_mode aggressive,main;
my_identifier asnldn;
peers_identifier asnldn;

certificate_type x509 "upstairs.public" "upstairs.private";

peers_certfile "laptop.public";

proposal {
encryption_algorithm 3des;
hash_algorithm shal;
authentication_method rsasig;

dh_group 2 ;
}
racoon lusr/local/etc/racoon/certs/
10.0.0.216
“ asnldn” racoon

“  subject=/C=NL/L=Delft/O=Linux Advanced Routing & Traffic
Control/0U=laptop/CN=bert hubert/Email=ahu@ds9a.nl”

“ certificate_type” “ peers certfile”
racoon “ laptop.public”
“ proposal” “ authentication_method”
“ rsasig’ RSA /
10.0.0.216

path certificate "/usr/local/etc/racoon/certs";

remote 10.0.0.11
{
exchange_mode aggressive,main;
my_identifier asnldn;
peers_identifier asnldn;
certificate_type x509 "laptop.public" "laptop.private";
peers_certfile "upstairs.public";

proposal {
encryption_algorithm 3des;
hash_algorithm shal;
authentication_method rsasig;

dh_group 2 ;
}
}
“ upstairs” /usr/local/etc/racoon/certs
upstairs.private upstairs.public  laptop.public root
0600 racoon
“ laptop” lusr/local/etc/racoon/certs laptop.private

laptop.public  upstairs.public
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SP( 722 spdadd) racoon

7.2.3.3.

OpenSSL “ digest”

$ openssl dgst upstairs.public
MD5(upstairs.public)= 78a3bddafb4d681clca8ed4d23dadffl

MD5

CA CA

7.3. IPSEC

IPSEC “ transport” ( )
IPSEC

|PSEC “ tunnel mode”

10.0.0.216 10.0.0.11
10.0.0.0/24  130.161.0.0/16

#1/sbin/setkey -f
flush;
spdflush;

add 10.0.0.216 10.0.0.11 esp 34501
-m tunnel

-E 3des-cbc "123456789012123456789012";

spdadd 10.0.0.0/24 130.161.0.0/16 any -P out ipsec
esp/tunnel/10.0.0.216-10.0.0.11/require;

“ -m tunnel” (10.0.0.216  10.0.0.11)
ESP SA
10.0.0.0/24  130.161.0.0/16
10.0.0.11
10.0.0.11
#1/sbin/setkey -f
flush;
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spdflush;

add 10.0.0.216 10.0.0.11 esp 34501

-m tunnel

-E 3des-chc "123456789012123456789012";

spdadd 10.0.0.0/24 130.161.0.0/16 any -P in ipsec
esp/tunnel/10.0.0.216-10.0.0.11/require;

“ -Pout” “ -Pin”

“ ESP  (proxy ESP)"

e |PSEC IP

7.4. IPSEC

Thomas Walpuski OpenBSD  isakpmd
Linux 25 IPSEC isskpmd  Linux
libkeynote Linux 2.5.59

isakpmd racoon
OpenBSD CVS Thomas CVS patch
tarball

7.5. IPSEC
- Writethis

7.5.1. Windows
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http://bender.thinknerd.de/~thomas/IPsec/isakmpd-linux-2.5.diff
http://www.openbsd.org/cgi-bin/cvsweb/src/sbin/isakmpd/
http://www.openbsd.org/anoncvs.html
http://bender.thinknerd.de/~thomas/IPsec/isakmpd.tgz

: Editor Vacancy!

Multicast-HOWTO ( )
Linux
DVMRP (RIP ) MOSPK( OSPF) PIM-SM
("Protocol Independent Multicasting - Sparse Mode" - ,
spread out clumped ) PIM-DM (
“ ” clumps ).
Linux
Zebra mrouted pimd
“ multicasting” “ multicast routing”
DVMRP  MOSPF PIM PIMv1
PIMv2 PIM
IP
IGMP 3
Linux IGMP 1 2
IGMPv3 v3
IGMP IGMP
IGMPv2 IGMPv1
ip route add 224.0.0.0/4 dev ethO
( eth0 )
Linux
echo 1 > /proc/sys/net/ipva/ip_forward
ping 224.0.0.1
LAN
224.0.0.1 © “ ”

ping -c 2 224.0.0.1
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(To Be Continued!)
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Linux 2.2/2.4

ATM
tc
mbps = 1024 kbps = 1024 * 1024 bps => byte/s
mbit = 1024 kbit => kilo bit/s.
mb = 1024 kb = 1024 * 1024 b => byte
mbit = 1024 kbit => kilo bit.
bps b

tc
IMbit = 1024 Kbit = 1024 * 1024 bps => byte/s

Internet

Internet TCP/IP TCP/IIP
( 1]
” )
Internet TCP/IIP

TCP

100M
256k

36



9.2.

pfifo_fast

9.2.1. pfifo_fast

—_— FIFO
3 “ " FIFO
0 1
1 2
TOS “ ” 0
PRIO
pfifo_fast tc
9.2.1.1.
pfifo_fast
priomap
TOS TOS
0 1 2 3 4 5 6 7

S S S S S S S S +

| | | |

| | TOS | MBZ |

| | | |

Fo Fo Fo Fo Fo Fo Fo Fo +

TOS 4 it

000 8 ady

0100 4 throughput (mt)

0010 2 (mr)
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0001 1 (mmc)
0000 0
4bit bit TOS
Tcpdump -v -v TOS
bit

TOS Bits Linux
0x0 0 0 1
0x2 1 (mmc) 1 2
0x4 2 (mr) 0 1
0x6 3 mmc+mr 0 1
0x8 4 (mt) 2 2
Oxa 5 mmc+mt 2 2
Oxc 6 mr+mt 2 2
Oxe 7 mmc+mr+mt 2 2
0x10 8 (md) 6 0
0x12 9 mmc+md 6 0
0x14 10 mr+md 6 0
0x16 11 mmc+mr+md 6 0
0x18 12 mt+md 4 + 1
Oxla 13 mmc+mt+md 4 + 1
Oxlc 14 mr+mt+md 4 + 1
Oxle 15 mmc+mr+mt+md 4 + 1

4 TOS

15
" ” [ 3 b ]
Linux TOS
1,2,2,2,1,2,0,0,1,1,1,1,1,1,1,1
4 1
(>7) TOS
RFC 1349 TOS

TELNET 1000 (minimize delay)
FTP 1000 (minimize delay)

0100 (maximize throughput)
TFTP 1000 (minimize delay)
SMTP 1000 (minimize delay)

0100 (maximize throughput)
Domain Name Service | UDP 1000 (minimize delay)

TCP 0000

0100 (maximize throughput)
NNTP 0001 (minimize monetary cost)
ICMP 0000

0000 (mostly)

< > (mostly)

txqueuelen

N



ifconfig

10 ifconfig ethO txqueuelen 10
tc
9.2.2. (TBF)
(TBF)
TBF
TBF ()
(token rate)
e 3
B TBF
. TBF
B TBF
TBF “
9.2.2.1.
TBF
limit/latency

limit
latency latency

TBF
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burst/buffer/maxburst

Intel

10 bit/s 10k

mpu
64
Mpu(Minimum Packet Unit )

rate

limits

( ) If the

bucket contains tokens and is alowed to empty, by default it does so at infinite speed.

peakrate

UNIX 10 10k bit
1Mbps
mtu/minburst
1Mbps
mtu 100 ( HZ Intel
100 Alpha 1024)

9.2.2.2.

# tc gdisc add dev pppO root tbf rate 220kbit latency 50ms burst 1540

DSL modem
cable modem ( )
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modem

modem Linux
220kbit modem
“ burst”
9.2.3. (SFQ)
SFQ(Stochastic Fairness Queueing )
SFQ “ " ( “ ") TCP ubDP
FIFO
SFQ
SFQ
SFQ
Linux SFQ
SFQ
DSL modem cable modem SFQ
9.2.3.1.
SFQ
perturb
10

quantum

41



(MTU ) MTU

9.2.3.2.

MODEM——

# tc qdisc add dev ppp0 root sfq perturb 10

# tc -s -d qdisc Is

qdisc sfq 800c: dev ppp0 quantum 1514b limit 128p flows 128/1024 perturb 10sec
Sent 4812 bytes 62 pkts (dropped 0, overlimits 0)

“ 800c:” “ limit”
128 1024
128 (no more packets fit in the queue!) 10

9.3.

_ 14
( - " )
. TBF
pfifo pfifo_fast
backlog
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9.4.

draft-ietf-diffserv-model-06.txt  Diffserv

http://www.ietf.org/internet-drafts/draft-i etf-diff serv-model -06.txt.

(ingress) (egress)

pfifo_fast

tc

egress

pfifo_fast

43


http://www.ietf.org/internet-drafts/draft-ietf-diffserv-model-06.txt

Linux,

ingress
Work-Conserving
work-conserving
(egress )
non-Work-Conserving
|

. gy +

| Y |

| - > IP |

I | |

I Y |

I Y |

I " I |

I 17— > = > I

|~/ | |

I V4 Y |

I I I

| ~ Y /- -\

| | Egress /-- 2--\ |

--->->Ingress ~ —m———— 33— 1 ->

| \_ 4 /|

| \- N/ |

I I

o +

Jamal Hadi Salim ASCII
Ingress
CPU
IP
egress
Egress
egress —rpfifo_fast——



ingress  egress

9.5.

——CBQ(Class Based Queueing —

CBQ
CBQ
“ sendmail

9.5.1.

( SFQ)

( ) ( cable modem ADSL modem)
SFQ
9.5.2.
pfifo_fast
policies
1 1.0 0

9.5.2.1.

45



11
/ 1\
/ 1 \
/1 \
10: 11: 12:
/ \ / \
10:1 10:2 12:1 12:2
1. >1:1->12: ->12:2
12:2
1:->12:2
9.5.2.2.
1.1 10: 11 12
dequeue()
12:2
SFQ
SFQ
9.5.3. PRIO
PRIO
PRIO pfifo_fast
FIFO
PRIO

FIFO

46

12:2

1:
which each query their siblings



TOS tc

pfifo_fast fifo
SFQ

cablemodems DSL

PRIO Work-Conserving
9.5.3.1. PRIO
tc
bands
priomap
tc PRIO TC PRIO
pfifo_fast
1 3 PRIO
12 12:1
0 11 2
9.5.3.2.
root 1: prio
/ |1 \
1:1 1:2 1:3
| | |
10: 20: 30:
sfq tbf sfq
band 0 1 2
30: 20: 10:

# tc qdisc add dev ethO root handle 1: prio
#i# 1:1, 1:2, 1:3

# tc qdisc add dev ethO parent 1:1 handle 10: sfq

# tc qdisc add dev ethO parent 1:2 handle 20: tbf rate 20kbit buffer 1600 limit 3000
# tc qdisc add dev ethO parent 1:3 handle 30: sfq
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# tc -s qdisc Is dev ethO
qdisc sfq 30: quantum 1514b
Sent 0 bytes 0 pkts (dropped 0, overlimits 0)

qdisc tbf 20: rate 20Kbit burst 1599b lat 667.6ms
Sent 0 bytes 0 pkts (dropped 0, overlimits 0)

qdisc sfq 10: quantum 1514b
Sent 132 bytes 2 pkts (dropped 0, overlimits 0)

qdisc prio 1: bands 3 priomap 1222120011111111
Sent 174 bytes 3 pkts (dropped 0, overlimits 0)

0

TOS

# scp tc ahu@10.0.0.11:./
ahu@10.0.0.11"s password:
tc 100% | | 353 KB 00:00
# tc -s qdisc Is dev ethO
qdisc sfq 30: quantum 1514b
Sent 384228 bytes 274 pkts (dropped 0, overlimits 0)

qdisc tbf 20: rate 20Kbit burst 1599b lat 667.6ms
Sent 2640 bytes 20 pkts (dropped 0, overlimits 0)

qdisc sfq 10: quantum 1514b
Sent 2230 bytes 31 pkts (dropped 0, overlimits 0)

qdisc prio 1: bands 3 priomap 1222120011111111
Sent 389140 bytes 326 pkts (dropped 0, overlimits 0)

30:

# tc -s qdisc Is dev ethO
qdisc sfq 30: quantum 1514b
Sent 384228 bytes 274 pkts (dropped 0, overlimits 0)

qdisc tbf 20: rate 20Kbit burst 1599b lat 667.6ms
Sent 2640 bytes 20 pkts (dropped 0, overlimits 0)

qdisc sfq 10: quantum 1514b
Sent 14926 bytes 193 pkts (dropped 0, overlimits 0)

qdisc prio 1: bands 3 priomap 1222120011111111
Sent 401836 bytes 488 pkts (dropped 0, overlimits 0)

_ 10:
SCp

9.5.4. CBQ

CBQ
CBQ
Linux
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CBQ

10Mbps 1Mbps
90% 90%
CBQ —
PCMCIA 100Mbps
——  PPPOE PPTP—
CBQ

CBQ
9.54.1.CBQ
CBQ
EWMA (exponential weighted moving average,
)
UNIX
EWMA “ avgidle’
0
avgidle CBQ
“ overlimit” ( )
avgide
maxidle avgidle
CBQ (

minburst

avpkt

maxidle Jmaxidle  maxburst
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bandwidth

cell
maxburst
0
minburst
minidle
avgidle
avgidle
minidle
mpu
64
rate
CBQ
9.5.4.2. CBQ

idletime

50

800
806
8 2
maxidle avgidlie
maxidle
CBQ
UNIX
( 10ms)
minburst ,
offtime
minburst ,
0 avgidle
minidle
10 avgidle -10us
0
CBQ

CBQ PRIO



WRR(weighted round

robin )
WRR
alot
CBQ “ priority”
“ alot”
“ Wa’ght”
prio
CBQ PRIO “ prio”
weight
“ weight” WRR
CBQ weight
/10"
“ dlot”
CBQ
9.54.3. CBQ
CBQ
Isolated/sharing
“ isolated”
“ sharing” “ isolated”
bounded/borrow
‘* bounded”
* borrow” “ bounded”
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“ isolated”

“ bounded”
9.5.4.4.
WEB 5Mbps SMTP 3Mbps
6Mbps 100Mbps
# tc qdisc add dev ethO root handle 1:0 cbq bandwidth 100Mbit \

avpkt 1000 cell 8

# tc class add dev ethO parent 1:0 classid 1:1 cbg bandwidth 100Mbit \
rate 6Mbit weight 0.6Mbit prio 8 allot 1514 cell 8 maxburst 20 \
avpkt 1000 bounded

1.0 11
6Mbps
CBQ
HTB

# tc class add dev ethO parent 1:1 classid 1:3 cbg bandwidth 100Mbit \
rate SMbit weight 0.5Mbit prio 5 allot 1514 cell 8 maxburst 20 \
avpkt 1000

# tc class add dev ethO parent 1:1 classid 1:4 cbq bandwidth 100Mbit \
rate 3Mbit weight 0.3Mbit prio 5 allot 1514 cell 8 maxburst 20 \
avpkt 1000

2 weight
“ bounded” 11 1.1 “ bounded”
6Mbps CBQ
CBQ
# tc qdisc add dev ethO parent 1:3 handle 30: sfq
# tc qdisc add dev ethO parent 1:4 handle 40: sfq
FIFO SFQ

# tc filter add dev ethO parent 1:0 protocol ip prio 1 u32 match ip \
sport 80 Oxffff flowid 1:3

# tc filter add dev ethO parent 1:0 protocol ip prio 1 u32 match ip \
sport 25 OxfFff flowid 1:4

“ tc class add” “ tc
gdisc add”
1:0
SMTP+web 6Mbps 6M
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weight WEB 5/8 SMTP
WEB
5/8* 6Mbps=3.75Mbps
9.5.4.5. CBQ split  defmap
CBQ defmap  split

defmap  split

TOS
CBQ “ gplit

TOS
defmap o
defmap Oxff 0

# tc qdisc add dev ethl root handle 1: cbg bandwidth 10Mbit allot 1514 \
cell 8 avpkt 1000 mpu 64

# tc class add dev ethl parent 1:0 classid 1:1 cbg bandwidth 10Mbit \
rate 10Mbit allot 1514 cell 8 weight 1Mbit prio 8 maxburst 20 \

avpkt 1000
CBQ

Defmap
TC_PRIO..

BESTEFFORT
FILLER

BULK
INTERACTIVE_BULK
INTERACTIVE
CONTROL

TC_PRIO..
pfifo_fast

# tc class add dev
rate 1Mbit allot
avpkt 1000 split

# tc class add dev
rate 8Mbit allot
avpkt 1000 split

TC_ PRIO ( )

(0x8)

(0x10)

bit TOS

ethl parent 1:1 classid 1:2 cbq bandwidth 10Mbit \
1514 cell 8 weight 100Kbit prio 3 maxburst 20 \

1:0 defmap cO

ethl parent 1:1 classid 1:3 chg bandwidth 10Mbit \
1514 cell 8 weight 800Kbit prio 7 maxburst 20 \

1:0 defmap 3f

3/8
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00111111 7 6
1.0

priority send to

0 1:3

1 1:3

2 1:3

3 1:3

4 1:3

5 1:3

6 1:2

7 1:2

“ change ”
“ tc class change’ 1:2 best

effort

# tc class change dev ethl classid 1:2 cbq defmap 01/01

1.0

priority send to

0 1:2

1 1:3

2 1:3

3 1:3

4 1:3

5 1:3

6 1:2

7 1:2

“ tc class change’
9.5.5. HTB(Hierarchical Token Bucket, )
Martin Devera (<devik>) CBQ
Hierarchical
HTB CBQ
HTB CBQ
HTB3 (
) (24.20-prel 2531 )
tc HTB3 tc HTB3
HTB


http://luxik.cdi.cz/~devik/qos/htb/
http://luxik.cdi.cz/~devik/qos/htb/

9.5.5.1.

CBQ
# tc qdisc add dev ethO root handle 1: htb default 30
# tc class add dev ethO parent 1: classid 1:1 htb rate 6mbit burst 15k

tc class add dev ethO parent 1:1 classid 1:10 htb rate 5mbit burst 15k
tc class add dev ethO parent 1:1 classid 1:20 htb rate 3mbit ceil 6mbit burst 15k
tc class add dev ethO parent 1:1 classid 1:30 htb rate 1lkbit ceil 6mbit burst 15k

2 SFQ

tc qdisc add dev ethO parent 1:10 handle 10: sfq perturb 10
tc qdisc add dev ethO parent 1:20 handle 20: sfq perturb 10
tc qdisc add dev ethO parent 1:30 handle 30: sfq perturb 10

H HH

HHH

# U32="tc filter add dev ethO protocol ip parent 1:0 prio 1 u32"
# $U32 match ip dport 80 Oxffff flowid 1:10
# $U32 match ip sport 25 Oxffff flowid 1:20

HTB —_— 10: 20:
5.3
30,
SFQ
9.6.
1:
|
11
/ | \
/ | \
/ | \
10: 11: 12:
/ \ / \

10:1 10:2 12:1 12:2

1:1 12: 12:
12:2

1.1 having more specific tests lower
in the chain.
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113 ” HTB

PRIO “ 10" 3
22

# tc filter add dev ethO protocol ip parent 10: prio 1 u32 \
match ip dport 22 Oxffff flowid 10:1

# tc filter add dev ethO protocol ip parent 10: prio 1 u32 \
match ip sport 80 Oxffff flowid 10:1

# tc filter add dev ethO protocol ip parent 10: prio 2 flowid 10:2

ethO 10: u32 1
IP 10:1
ethO 10: u32 1
IP 10:1
ethO 10: 2
10:2
“ dev ethO”
IP

# tc filter add dev ethO parent 10:0 protocol ip prio 1 u32 \
match ip dst 4.3.2.1/32 flowid 10:1

# tc filter add dev ethO parent 10:0 protocol ip prio 1 u32 \
match ip src 1.2.3.4/32 flowid 10:1

# tc filter add dev ethO protocol ip parent 10: prio 2 \
flowid 10:2
43.2.1 1.2.34
match 1234 80
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# tc filter add dev ethO parent 10:0 protocol ip prio 1 u32 match ip src 4.3.2.1/32 match ip
sport 80 Oxffff flowid 10:1

9.6.2.

# tc filter add dev ethO parent 1:0 protocol ip prio 1 u32

“ u3z2”
/
'match ip src 1.2.3.0/24°
'match ip dst 4.3.2.0/24'
IP “ 132"
/ IP

'match ip sport 80 Oxffff'
'match ip dport 80 Oxffff'
IP (tcp, udp, icmp, gre, ipsec)
/etc/protocols
icmp 1 ‘'matchip protocol 1 Oxff'.

fwmark
ipchaing/iptables
ethO ethl
t
c filter add dev ethl protocol ip parent 1:0 prio 1 handle 6 fw flowid 1:1
u32
#
iptables -A PREROUTING -t mangle -i ethO -j MARK --set-mark 6
6
tc iptables
fwmark ©
TOS
#

tc filter add dev ppp0O parent 1:0 protocol ip prio 10 u32 \
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atch ip tos 0x10 Oxff flowid 1:4

“ 0x08 Oxff”

9.7. IMQ(Intermediate queueing device,

2.

IMQ

)

Linux

netfilter ~ NF_IP_PRE_ROUTING

NF_IP_POST_ROUTING

9.7.1.

tc
tc

tc
tc

tc
tc

tc
ip

qdisc
class

class
class

qdisc
qdisc

add dev
add dev

add dev
add dev

add dev
add dev

IMQ Iptables

http

img0 root handle 1: htb default 20
imq0 parent 1: classid 1:1 htb rate 2mbit burst 15k

imq0 parent 1:1 classid 1:10 htb rate 1mbit
imq0 parent 1:1 classid 1:20 htb rate 1mbit

imq0 parent 1:10 handle 10: pfifo
imq0 parent 1:20 handle 20: sfq

filter add dev img0 parent 10:0 protocol ip prio 1 u32 match \
dst 10.0.0.230/32 flowid 1:10

u32
imqg0

iptables -t mangle -A PREROUTING -i ethO -j IMQ --todev O
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ip link set img0 up
iptables IMQ PREROUTING

IMQ [ --todev n ]

n: imq
ip6tables
IMQ
imq
netfilter iptables
enum nf_ip_hook_priorities {
NF_IP_PRI_FIRST = INT_MIN,
NF_IP_PRI_CONNTRACK = -200,
NF_IP_PRI_MANGLE = -150,
NF_IP_PRI_NAT_DST = -100,
NF_IP_PRI_FILTER = 0,
NF_IP_PRI_NAT_SRC = 100,
NF_IP_PRI_LAST = INT_MAX,
}:
imq NF_IP_PRI_MANGLE+1
PREROUTING mangle imq
imq NF_IP_PRI_LAST
filter

img

POSTROUTING

mangle
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http://luxik.cdi.cz/~patrick/imq/

“ TEQL" —

ethl eth2

© TEQLY ( )

# tc qdisc add dev ethl root teql0
# tc qdisc add dev eth2 root teql0O
# 1p link set dev teqlO up

ip link set up”

teql0 ehl  eth?
teq ehl eth?

/31 teql0

A

# 1p addr add dev ethl 10.0.0.0/31
# 1p addr add dev eth2 10.0.0.2/31
# ip addr add dev teql0 10.0.0.4/31

B

# ip addr add dev ethl 10.0.0.1/31
# ip addr add dev eth2 10.0.0.3/31
# ip addr add dev teql0 10.0.0.5/31

A 2 ping 10.0.0.1
10.0.0.3 10.0.05 B ping 10.0.0.0 10.0.02 10.0.04

A 10.0.0.5 2 B
10.0.0.4 1 1 2 Internet
A 10.0.0.5
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10.1.

# echo 0 > /proc/sys/net/ipv4/conf/ethl/rp_filter
# echo 0 > /proc/sys/net/ipva/conf/eth2/rp_filter

6
1 35 eth2 2 4 6
1 2 3 456 B
1 4 3 6 5
TCP/IP
ftp
10.2.

William Stearns

HOWTO

B ethl eth2
A B ethl
B
2
TCP/IP
Linux Linux TCP/IP
Internet

61


http://www.stearns.org/tunnel/

iproute netfilter
Rusty . Netfilter

Netfilter
--set-mark

25/tcp

# iptables -A PREROUTING -i ethO -t mangle -p tcp --dport 25 \
-j MARK --set-mark 1

“ 1"

# echo 201 mail.out >> /etc/iproute2/rt_tables
# 1p rule add fwmark 1 table mail.out

# ip rule Is

0:

rom all lookup local
32764:

rom all fwmark 1 lookup mail.out
32766:

rom all lookup main
32767:

rom all lookup default

mail.out
# /sbin/ip route add default via 195.96.98.253 dev ppp0 table mail.out

netfilter
man

TOS
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http://netfilter.samba.org/unreliable-guides/
http://netfilter.filewatcher.org/

NAT 143 ”

MASQ SNAT Rusty
Russell

IP: advanced router (CONFIG_IP_ADVANCED_ROUTER) [Y/n/?]
IP: policy routing (CONFIG_IP_MULTIPLE_TABLES) [Y/n/?]
IP: use netfilter MARK value as routing key (CONFIG_IP_ROUTE_FWMARK) [Y/n/?]

155
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http://lists.samba.org/pipermail/netfilter/2000-November/006089.html

fw

u32

route

rsvp, rsvp6

RSVP

tcindex

DSMARK

protocol

parent

prio

handle

HostA
1.1

tc


http://www.isi.edu/div7/rsvp/overview.html

12.1. u32

u32

u32

tc

tc filter add dev IF [ protocol PROTO ]
[ (preference|priority) PRIO ]
[ parent CBQ ]

protocol IP
preference ( priority )
( ) * parent”
CBQ ( L0
u32
12.1.1. U32

u32
IP

# tc filter add dev ethO protocol ip parent 1:0 pref 10 u32 \
match u32 00100000 00ff0000 at O flowid 1:10

“ match” IP
0x10 OOff
Oxff 0x10
“ g L

# tc filter add dev ethO protocol ip parent 1:0 pref 10 u32 \
match u32 00000016 O0OOFfff at nexthdr+0 flowid 1:10

“ nexthdr” IP PDU
16 TCP UDP
0x0016 22( TCP
sh )
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match c0a80100 ffffffO0 at 16

IP 17 19
192.168.1.0/24
u3?

12.1.2.

IP( ) bit

match [ u32 | ul6 | u8 ] PATTERN MASK [ at OFFSET | nexthdr+OFFSET]

u32 ulé u8 bit PATTERN
MASK OFFSET
( ) “ nexthdr+”

# tc filter add dev pppl4 parent 1:0 prio 10 u32 \
match u8 64 Oxff at 8 \
flowid 1:4

TTL 64 TTL IP

ACK TCP

# tc filter add dev pppl4 parent 1:0 prio 10 u32 \
match ip protocol 6 Oxff \
match u8 0x10 Oxff at nexthdr+13 \
flowid 1:3

64 ACK

## match acks the hard way,
## IP protocol 6,
## IP header length 0x5(32 bit words),
## IP Total length 0x34 (ACK + 12 bytes of TCP options)
## TCP ack set (bit 5, offset 33)
# tc filter add dev pppl4 parent 1:0 protocol ip prio 10 u32 \
match ip protocol 6 Oxff \
match u8 0x05 OxOf at 0 \
match ul6 0x0000 OxffcO at 2 \
match u8 0x10 Oxff at 33 \
flowid 1:3

ACK TCP

TCP ACK 14 5  bit(0x10)
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“ match u8 0x06 Oxff

a 9o protocol TCP 6(

)
TCP  ACK

32

tc filter add dev pppl4 parent 1:0 protocol ip prio 10 u32 \
match ip protocol 6 Oxff \
match u8 0x10 Oxff at nexthdr+13 \
match ul6é 0x0000 OxffcO at 2 \
flowid 1:3

12.1.3.

tc

: table placeholder - the tableisin separate file ,,selector.html”
s it'salso still in Polish :-(
: must be sgml‘ized

# tc filter add dev ppp0 parent 1:0 prio 10 u32 \
match ip tos 0x10 Oxff \
flowid 1:4

: tcp dport match does not work as described below:

TOS 0x10 TOS
“ match u8 0x10 Oxff at 1”
u32

tcp udp
tcp dport 53 Oxffff” TCP
UDP

# tc filter add dev ppp0 parent 1:0 prio 10 u32 \
match tcp dport 53 Oxffff \
match ip protocol 0x6 Oxff \
flowid 1:2

12.2.

route”

IP

match
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# tc filter add dev ethl parent 1:0 protocol ip prio 100 route
1.0 100

“ readm”

# 1p route add Host/Network via Gateway dev Device realm RealmNumber

192.168.10.0 realm 10
# 1p route add 192.168.10.0/24 via 192.168.10.1 dev ethl realm 10

realm
# tc filter add dev ethl parent 1:0 protocol ip prio 100 \
route to 10 classid 1:10
192.168.10.0 1:10
Linux eth2
# 1p route add 192.168.2.0/24 dev eth2 realm 2

# tc filter add dev ethl parent 1:0 protocol ip prio 100 \
route from 2 classid 1:2

192.168.2.0 (realm 2) 1.2
12.3.
5M aM
5M 1M 4M
12.3.1.
“ Estimators’
CPU

25
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TBF(

12.3.1.1.
“ avrate’
‘ reclassify” (
EWMA
12.3.1.2.
o buffer/maxburst
e mtu/minburst
e Mpu
e rate
TBF
TBF mtu
TBF qdisc will just pass them slower
12.3.2.
continue
drop
ingress DNS
Pass/OK

reclassify

) TBF
avrate
avrate
)
whereas the egress
5Mbps
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12.3.3.

SYN

: if you have used this, please share your experience with us

1000
256
1.20.0 1.23.255
# tc filter add dev ethl parent 1:
1.2.0.0 classid 1:1
# tc filter add dev ethl parent 1:
1.2.0.1 classid 1:1
#-ic filter add dev ethl parent 1:
1.2.3.254 classid 1:3
# tc filter add dev ethl parent 1:
1.2.3.255 classid 1:2
IP
# tc filter add dev ethl parent 1:
1.2.0.0 classid 1:1
# tc filter add dev ethl parent 1:
1.2.1.0 classid 1:1
# tc filter add dev ethl parent 1:
1.2.2.0 classid 1:3
# tc filter add dev ethl parent 1:
1.2.3.0 classid 1:2
# tc filter add dev ethl parent 1:
1.2.0.1 classid 1:1
4
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1024

0

0

0

0

0

0

0

IP
1024

protocol

protocol

protocol

protocol

protocol
protocol
protocol

protocol

protocol

1000

ip
ip

ip
ip

ip
ip
ip
ip

ip

prio

prio

prio

prio

prio
prio
prio

prio

prio

100

100

100

100

100

100

100

100

100

QoS

4

priority

Cable MODEM

match

match

match

match

match
match
match

match

match

ip
ip

ip
ip

ip
ip
ip
ip

ip

src \

src \

src \

src \

256

src \
src \
src \

src \

src \

IP



root 256

# tc filter add dev ethl parent 1:0 prio 5 protocol ip u32
# tc filter add dev ethl parent 1:0 prio 5 handle 2: protocol ip u32 divisor 256

# tc filter add dev ethl protocol ip parent 1:0 prio 5 u32 ht 2:7b: \
match ip src 1.2.0.123 flowid 1:1

# tc filter add dev ethl protocol ip parent 1:0 prio 5 u32 ht 2:7b: \
match ip src 1.2.1.123 flowid 1:2

# tc filter add dev ethl protocol ip parent 1:0 prio 5 u32 ht 2:7b: \
match ip src 1.2.3.123 flowid 1:3

# tc filter add dev ethl protocol ip parent 1:0 prio 5 u32 ht 2:7b: \
match ip src 1.2.4.123 flowid 1:2

123 1.20.123 121123 122123 1.2.3.123

1.1 1.2 1.3 1.2 16

Ox7b 123

# tc filter add dev ethl protocol ip parent 1:0 prio 5 u32 ht 800:: \
match ip src 1.2.0.0/16 \
hashkey mask 0x000000ff at 12 \
link 2:

“ 800:"
( IP 12 13 14 15 )
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99%

we don't call thisthe Advanced HOWTO for the fun of it!

/proc/sys/net
Linux Documentation/filesystems/proc.txt

«( )

13.1.

IP Internet
195.96.96.0/24 212.64.94.1
/proc “
( )

# for i in /proc/sys/net/ipva/conf/*/rp_filter ; do
> echo 2 > $i

> done
officetisp Linux
ethl office
( .
— (bgp ospf  rip)
)
rp_filter

log_martians
syslog

# echo 1 >/proc/sys/net/ipv4/conf/<interfacename>/log_martians

: 1S setting the conf/[default,all]/* files enough? - martijn
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13.2.

Documentation/ip-sysctl.txt

“ Configure as router
and not host”

Oskar Andreasson
http://ipsysctl-tutorial .frozentux.net/

13.2.1. ipv4

loopback
“ jiffies TBF
“ HZ" jiffies( ) Intel HZ

100 * rate 50
2 TBF 6

Alexey Kuznetsov kuznet@ms2.inr.ac.ru Andi
Kleen ak@muc.de Jusr/src/linux/Documentati on/networking/ip-sysctl.txt

/proc/sys/net/ipv4/icmp_destunreach rate
ICMP

/proc/sys/net/ipv4/icmp_echo_ignore all
echo DoS

/proc/sys/net/ipv4/icmp_echo_ignore broadcasts [Useful]
ping

/proc/sys/net/ipvd/icmp_echoreply rate
echo

/proc/sys/net/ipv4/icmp_ignore _bogus_error_responses

ICMP
/proc/sys/net/ipv4/icmp_paramprob_rate
ICMP IP TCP
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http://ipsysctl-tutorial.frozentux.net/
mailto:kuznet@ms2.inr.ac.ru
mailto:ak@muc.de

/proc/sys/net/ipv4/icmp_timeexceed_rate

traceroute “ Solaris middle star”
ICMP Time Exceeded

/proc/sys/net/ipv4/igmp_max_memberships
igmp( )
- Isthistrue?
/proc/sys/net/ipv4/inet_peer _gc_maxtime

: Add a little explanation about the inet peer storage? Minimum interval
between garbage collection passes. This interval is in effect under low (or
absent) memory pressure on the pool. Measured in jiffies.

/proc/sys/net/ipv4/inet_peer _gc_mintime

jiffies
/proc/sys/net/ipvd/inet_peer maxttl
entries pool ( pool  entries
) entries jiffies
/proc/sys/net/ipv4/inet_peer_minttl

entries pool
inet_peer_threshold jiffies

/proc/sys/net/ipv4/inet_peer threshold

The approximate size of the INET peer storage. Starting from this threshold
entries will be thrown aggressively. This threshold also determines entries
time-to-live and time intervals between garbage collection passes. More
entries, less time-to-live, less GC interval.

/proc/sys/net/ipv4/ip_autoconfig

RARP BOOTP DHCP
IP 0

/proc/sys/net/ipvd/ip_default_ttl

/proc/sys/net/ipv4/ip_dynaddr
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TCP

/proc/sys/net/ipv4l/ip_forward

/proc/sys/net/ipv4/ip_local_port_range
1024 4999
/proc/sys/net/ipvd/ip_no_pmtu_disc

MTU 7 “ MTU
MTU Cookbook
MTU

/proc/sys/net/ipvd/ipfrag_high_thresh

IP
When ipfrag_high_thresh bytes of memory
is alocated for this purpose, the fragment handler will toss packets until
ipfrag_low_thresh is reached.

/proc/sys/net/ipv4/ip_nonlocal _bind

/proc/sys/net/ipv4/ipfrag_low_thresh
IP
/proc/sys/net/ipvd/ipfrag_time

IP ( )
/proc/sys/net/ipvd/tcp_abort_on_overflow

RST
/proc/sys/net/ipvd/tcp_fin_timeout

FIN-WAIT-2
60
2.2 180
WEB
FIN-WAIT-2 FIN-WAIT-1
1.5K tcp_max_orphans
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/proc/sys/net/ipv4/tcp_keepalive time
keepalive TCP keepalive 2
/proc/sys/net/ipva/tcp_keepalive intvl

75
/proc/sys/net/ipva/tcp_keepalive probes
TCP  keepaive 9
tcp_keepalive intvl keepalive

/proc/sys/net/ipv4/tcp_max_orphans

TCP

DoS
( ) Thislimit existsonly

to prevent ssimple DoS attacks, you _must_ not rely on this or lower the limit
artificially, but rather increase it (probably, after increasing installed memory),
if network conditions require more than default value, and tune network
servicesto linger and kill such states more aggressively.

64K
/proc/sys/net/ipv4/tcp_orphan_retries
TCP 7 50 ~16
( RTO) WEB

tcp_max_orphans

/proc/sys/net/ipv4/tcp_max_syn_backlog

128M
1024 128
1024
include/net/tcp.h TCP_SYNQ _HSIZE
TCP_SYNQ HSIZE*16 < tcp_max_syn backlo
/proc/sys/net/ipv4/tcp_max_tw_buckets
timewait time-wait

DoS

/proc/sys/net/ipv4/tcp_retrans collapse

TCP BUG
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/proc/sys/net/ipv4/icp_retriesl

3 3 -8
/proc/sys/net/ipv4/tcp_retries2

TCP
100
RIO

/proc/sys/net/ipva/tcp_rfcl337

RFC1337

RST 0
/proc/sys/net/ipva/tcp_sack

/proc/sys/net/ipv4/tcp_stdurg

TCP
Linux
FALSE

/proc/sys/net/ipv4/tcp_syn_retries

SYN

/proc/sys/net/ipv4/tcp_synack_retries

SYN ACK

SYN+ACK
/proc/sys/net/ipv4/tcp_timestamps

/proc/sys/net/ipv4/tcp_tw_recycle
TIME-WAIT

/proc/sys/net/ipv4/tcp_window_scaling
TCP/IP

RFC
RIO

RFC 1122
15 13~30

“tcp  time-wait "
time-wait TCP
ACK
BSD
SYN
1Gbps
1

65535

7


http://www.ietf.org/rfc/rfc1122.txt

13.2.2.

DEV “al” “ default” Defaulr

/proc/sys/net/ipv4/conf/DEV /accept_redirects

(
) ICMP

/proc/sys/net/ipv4/conf/DEV/accept_source route

IP  Linux IP
/proc/sys/net/ipv4/conf/DEV /bootp _relay
0.b.c.d

0 2212
/proc/sys/net/ipv4/conf/DEV /forwarding
IP
/proc/sys/net/ipv4/conf/DEV/log_martians

Reverse Path Filtering.

/proc/sys/net/ipv4/conf/DEV/mc_forwarding

/proc/sys/net/ipv4/conf/DEV/proxy_arp

1
1] Ip
rp_filter

163 ARP

/proc/sys/net/ipv4/conf/DEV/rp_filter

Reverse Path Filtering.

/proc/sys/net/ipv4/conf/DEV/secure_redirects
ICMP

/proc/sys/net/ipv4/conf/DEV/send_redirects

78

BOOTP

ARP

ARP



/proc/sys/net/ipv4/conf/DEV/shared _media
“ yes
/proc/sys/net/ipv4/conf/DEV /tag
- fill thisin

13.2.3.

Dev “dl” “ default” default

/proc/sys/net/ipv4/neigh/DEV/anycast_delay
jiffies (Linux

anycast)

/proc/sys/net/ipv4/neigh/DEV /app_solicit
ARP 0

/proc/sys/net/ipv4/neigh/DEV/base _reachable time

RFC2461
/proc/sys/net/ipv4/neigh/DEV/delay first_probe_time

( gc_stale time)

/proc/sys/net/ipv4/neigh/DEV/gc_stale time

ARP ARP
( IP ) ucast_solicit
0 ARP
mcast_solicit 0 ARP

/proc/sys/net/ipv4/neigh/DEV/locktime

ARP/neighbor locktime
ARP

/proc/sys/net/ipv4/neigh/DEV/mcast_solicit

/proc/sys/net/ipv4/neigh/DEV/proxy_delay

ARP ARP (
[O..proxytime] )

/proc/sys/net/ipv4/neigh/DEV/proxy_glen
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ARP
/proc/sys/net/ipv4/neigh/DEV /retrans_time
Neighbor Solicitation

/proc/sys/net/ipv4/neigh/DEV/ucast_solicit

/proc/sys/net/ipv4/neigh/DEV/unres_glen
ARP (

( proxy_delay)

jiffies (1/100 )

) ARP be

accepted from other layers while the ARP address is still resolved.

Internet QoS: Architectures and Mechanisms for Quality of Service, Zheng Wang,

ISBN 1-55860-608-4
QoS

13.2.4.

/proc/sys/net/ipv4/route/error_burst
error_burst
5
/proc/sys/net/ipv4/route/error_cost
error_burst

5
/proc/sys/net/ipv4/route/flush

/proc/sys/net/ipv4/route/gc_elasticity

300

Ard van Breemen
/proc/sys/net/ipv4/route/gc_interval
/proc/sys/net/ipv4/route/gc_elasticity.
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warning error_cost
warning error_cost
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http://mailman.ds9a.nl/pipermail/lartc/2002q1/002667.html

/proc/sys/net/ipv4/route/gc_min_interval
/proc/sys/net/ipvd/route/gc_elasticity.
/proc/sys/net/ipv4/route/gc_thresh
/proc/sys/net/ipvd/route/gc_elasticity.
/proc/sys/net/ipv4/route/gc_timeout
/proc/sys/net/ipvd/route/gc_elasticity.
Iproc/sys/net/ipv4/route/max_delay

/proc/sys/net/ipv4/route/max_size

/proc/sys/net/ipv4/route/min_adv_mss
- fill thisin

/proc/sysinet/ipv4/route/min_delay

Iproc/sys/net/ipv4/route/min_pmtu
- fill thisin
/proc/sys/net/ipv4/route/mtu_expires
- fill thisin
Iproc/sys/net/ipv4/route/redirect_|oad

ICMP
number

Iproc/sys/net/ipv4/route/redirect_number
/proc/sys/net/ipv4/route/redirect_|load.
/proc/sys/net/ipv4/route/redirect_silence

load number

load
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14_.1. bfifo/pfifo

pfifo_fast
pfifo bfifo
14.1.1.
limit
bfifo pfifo
txqueuelen ( pfifo_fast )
txqueuelen* mtu

14.2. Clark-Shenker-Zhang (CS2)

Alexey(CBQ )
David D. Clark Scott Shenker  Lixia Zhang

WFQ
flow-0 Flow-0 best effort
traffic
2®  As| understand it, the main ideais to create WFQ flows for
each guaranteed service and to allocate the rest of bandwith to dummy
flow-0. Flow-0 comprises the predictive services and the best effort
traffic; it is handled by a priority scheduler with the highest priority
band allocated for predictive services, and the rest --- to the best effort
packets.

Note that in CSZ flows are NOT limited to their bandwidth. It is

82

bfifo



supposed that the flow passed admission control at the edge of the QoS
network and it doesn't need further shaping. Any attempt to improve
the flow or to shape it to a token bucket at intermediate hops will
introduce undesired delays and raise jitter.

Csz
( CBQ "
14.3. DSMARK

Esteve Camps <marvin@grn.es>

2000 9 Linux QoS

o Draft-almesberger-wajhak-diffserv-linux-01.txt.

e iproute2
e QOS QoS IP QoS

Esteve Camps <esteve@hades.udg.es>.

14.3.1.

IETF DiffServ Werner Almesberger
N ( Linux Differentiated Services )
RFC(RFC2474 RFC2475 RFC2597 RFC2598)

14.3.2. Dsmark

Dsmark Differentiated Services( DiffServ
DY) DiffServ QoS ( Integrated
Services) IP DS
IP (TOS )
IP QoS
/ (
) DiffServ TOS

renamed DS
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mailto:marvin@grn.es
ftp://icaftp.epfl.ch/pub/linux/diffserv/misc/dsid-01.txt.gz
http://www.qosforum.com/white-papers/qosprot_v3.pdf
http://www.qosforum.com/docs/faq
http://www.ietf.org/html.charters/diffserv-charter.html
http://diffserv.sf.net/
http://diffserv.sf.net/

14_3.3. Differentiated Services

Differentiated Services

(
Integrated Services )
(entry node to a Diff Serv domain) DiffServ
( “ DS
DiffServ /
QoS
DS DS
QoS
DS
DiffServ
50 3 RFC
14.3.4. Dsmark
DiffServ
DS Diffserv
sk_buff skb->tc_index
skb->tc_index DSMARK IP DS
cls _tcindex skb->tcindex
DSMARK

... dsmark indices INDICES [ default_index DEFAULT INDEX ] [ set_tc_index ]

e indices ( )
o Default_index:
e Set tc index: dsmark

DSMARK

14.3.5. SCH_DSMARK

2'n(n= 0)

skb->tc_index



. set_tc_index DS

skb->tc_index
. skb_tcindex
default_index
set_tc_index default_index
skb->tc_index mask- value

New Ds_field = ( Old_DS_field & mask ) | value
° ds_fi eI d “ ” 113 ”

skb->ihp->tos

_________________________________________ >
| ) |
| -- If you declare set_tc_index, we set DS | | <--—---
| value into skb->tc_index variable | |10 DS
I Al IR
+-|-+ R + -t Internal +-+ +-—-N|----- |----+
I 11 | tc |-—=>1 | [|--> ... ——>|| | D0l I
Il >lindex |--->| | | Qdisc I 1--——>1 v I
111 |filter|--->] | | +------—-------—- + ] ---->(mask,value) |
-->] 0| oo + e e e E et Nt /] G, D) |
11 " I I [ I CRR I
R — |- E— -+ ¢ . )
| | sch_dsmark | | | | |
L — | --mmmmmmm e E— |- +
| | | <- tc_index -> | |
| |(read) | may change | | <—-—---------—- Index to the
| | | | | (mask,value)
% | % % | pairs table
_________________________________________ >
skb->tc_index
tc class change dev ethO classid 1:1 dsmark mask Ox3 value 0xb8
(mask,value) 1.1
“ change” (mask,value) (see table below).
TC_INDEX TC_INDEX
DS

14.3.6. TC_INDEX

TC_INDEX

. tcindex [ hash SIZE ] [ mask MASK ] [ shift SHIFT ]
[ pass_on | fall_through ]
[ classid CLASSID ] [ police POLICE_SPEC ]
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TC_INDEX

tc qdisc add dev ethO handle 1:0 root dsmark indices 64 set tc index

tc filter add dev ethO parent 1:0 protocol ip prio 1 tcindex mask Oxfc shift 2

tc qdisc add dev ethQO parent 1:0 handle 2:0 cbg bandwidth 10Mbit cell 8 avpkt 1000 mpu 64 # EF
traffic class

tc class add dev ethO parent 2:0 classid 2:1 chq bandwidth 10Mbit rate 1500Kbit avpkt 1000 prio
1 bounded isolated allot 1514 weight 1 maxburst 10 # Packet fifo qdisc for EF traffic

tc qdisc add dev ethO parent 2:1 pfifo limit 5 tc filter add dev ethO parent 2:0 protocol ip
prio 1 handle Ox2e tcindex classid 2:1 pass on

( iproute2 EFCBQ )
“ EF RFC2598
DSCP EF 101110 DS 10111000(
TOS DS ) 16 0xb8
TC INDEX
FILTER
— Fom + Fo——t—4 Fom—— + +—+ Fom—— +
I I I I Il IFILTER] +-+  +—+ | | | |
| |- MASK [ -> | |- [HADLE[-=>] | 1] -> ][> | |
I | =Oxfc | | || 10x2E | | +--—+] |1 | |
I 1. I B I B L N |
I | (N I |
-—>| | | SHIFT | | || I I-->
| 1 - 12 | ] |+ 1] |
I | I B CBQ 2:0 I |
| | R TR + o e + | |
I | |
| e + |
| DSMARK 1:0 |
ey +
DS 0xb8 1.0
dsmark DS skb->tc_index
( )
Valuel = skb->tc_index & MASK
Key = Valuel >> SHIFT
MASK=0xFC i SHIFT=2.
Valuel = 10111000 & 11111100 = 10111000
Key = 10111000 >> 2 = 00101110 -> Ox2E in hexadecimal
( 2:0)
( )
( 2:1) skb->tc_index
fall_through
key
fall_through skb->tc_index

Be careful if you use fall_through flag; this can be
done if a simple relation exists between values of skb->tc_index variable and class
id's.

hash  pass on
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isfall_through ( )

TCINDEX
TC Name Value Default
Hash 1...0x10000 Implementation dependent
Mask 0...0xFfff OxFfff
Shift 0...15 0
Fall through / Pass_on Flag Fall_through
Classid Major:minor None
Police ... None
Diffserv
iproute2 Diffserv
tc
tc
IP
14.4.1.

# tc gdisc add dev ethO ingress

14.5. RED(Random Early Detection )

<100Mbps ADSL
MODEM CABLE MODEM

Internet : ?
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TCP

Internet
Linux RED(Random Early Detection )
Random Early Drop( )
RED backoff
RED
RED
TCP
RED
RED min max burst Min
Max burst
min
64kbps  ISDN 200ms min
1600 min
min MTU
max min
min max min
Burst RED Burst min/avpkt
(min+min+max)/(3* avpkt)
limit  avpkt Limit
RED limit max Avpkt
MTU 1500 Internet 1000
Sally Floyd  Van Jacobson RED

14.6. GRED(Generic Random Early Detection,
)
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http://www.aciri.org/floyd/papers/red/red.html

GRED GRED Diffserv tcindex

- CISCO
RED” DaveClak RIO
: get Jamal or Werner to tell us more
14.7. VC/ATM
TCP/IP Werner Almesberger
ATM
ATM on Linux
14.8. WRR(Weighted Round Robin )
Linux 2.2 24025
WRR WRR CBQ
tc
MAC /IP IP / IP MAC
Linux

Internet
WRR
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http://www.davin.ottawa.on.ca/ols/img22.htm
http://linux-atm.sourceforge.net/
http://wipl-wrr.dkik.dk/wrr/

15.1. SLA

Apache
Linux
Jamal Hadi
http ftp
A 2Mbps B SM
IP

# ip address add 188.177.166.1 dev ethO
# ip address add 188.177.166.2 dev ethO

IP

eth0 CBQ

# tc qdisc add dev ethO root handle 1: cbg bandwidth 10Mbit cell 8 avpkt 1000 \
mpu 64

# tc class add dev ethO parent 1:0 classid 1:1 cbq bandwidth 10Mbit rate \
2MBit avpkt 1000 prio 5 bounded isolated allot 1514 weight 1 maxburst 21
# tc class add dev ethO parent 1:0 classid 1:2 cbhq bandwidth 10Mbit rate \
5Mbit avpkt 1000 prio 5 bounded isolated allot 1514 weight 1 maxburst 21

#it : Why this line, what does it do?, what is a divisor?:
i : A divisor has something to do with a hash table, and the number of
#H# buckets - ahu

# tc filter add dev ethO parent 1:0 protocol ip prio 5 handle 1: u32 divisor 1

# tc filter add dev ethO parent 1:0 prio 5 u32 match ip src 188.177.166.1
flowid 1:1

# tc filter add dev ethO parent 1:0 prio 5 u32 match ip src 188.177.166.2
flowid 1:2

: why no token bucket filter? is there a default pfifo_fast fallback somewhere?

15.2. SYN
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Alexey  iproute netfilter

iproute2 24.0

#! /bin/sh -x

#

# sample script on using the ingress capabilities

# this script shows how one can rate limit incoming SYNs

# Useful for TCP-SYN attack protection. You can use

# IPchains to have more powerful additions to the SYN (eg

# 1In addition the subnet)

#

#path to various utilities;

#change to reflect yours.

#

TC=/sbin/tc

IP=/sbin/ip

IPTABLES=/sbin/iptables

INDEV=eth2

#

# tag all incoming SYN packets through $INDEV as mark value 1

HHHH

$iptables -A PREROUTING -i $INDEV -t mangle -p tcp --syn \
-J MARK --set-mark 1

HH R

#

# install the ingress gdisc on the ingress interface

HHHH

$TC gdisc add dev $INDEV handle ffff: ingress

HHRHHH

#

#

# SYN packets are 40 bytes (320 bits) so three SYNs equals

# 960 bits (approximately 1lkbit); so we rate limit below

# the incoming SYNs to 3/sec (not very useful really; but

#serves to show the point - JHS

SRR R R R R R A R R R R R

$T7C filter add dev $INDEV parent FFff: protocol ip prio 50 handle 1 fw \
police rate 1kbit burst 40 mtu 9k drop flowid :1

T

#

echo "---- qdisc parameters Ingress ----------
$TC qdisc Is dev $INDEV

echo "---- Class parameters Ingress ----------
$TC class Is dev $INDEV

echo "---- filter parameters Ingress ----------
$7C filter Is dev $INDEV parent FFff:

#deleting the ingress qdisc
#$TC qdisc del $INDEV ingress

15.3. DDoS 1CMP
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Internet

I nternet

[Internet] ---<E3 T3 >--- [Linux 1--—-1 +1SP]
ethl eth0

# tc qdisc add dev ethO root handle 10: cbq bandwidth 10Mbit avpkt 1000
# tc class add dev ethO parent 10:0 classid 10:1 cbq bandwidth 10Mbit rate \
10Mbit allot 1514 prio 5 maxburst 20 avpkt 1000

100Mbps ICMP
tcpdump ICMP

5%

# tc class add dev ethO parent 10:1 classid 10:100 cbq bandwidth 10Mbit rate \
100Kbit allot 1514 weight 800Kbit prio 5 maxburst 20 avpkt 250 \
bounded

100K bps ICMP

# tc filter add dev ethO parent 10:0 protocol ip prio 100 u32 match ip
protocol 1 OxFF flowid 10:100

15.4.
telnet ssh
Linux

Linux

—_— UNIX Solaris’'BSD

pfifo_fast 3 0 1

2 0
ipchains HOWTO

P 4 bit TOS 4  bit

Rob van Nieuwkerk——ipchains TOS-mangling —_—

: ” 336 MODEM Linux
(Linux) “ "
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telnet  ftp “ ” ftp

# iptables -A PREROUTING -t mangle -p tcp --sport telnet \
-J TOS --set-tos Minimize-Delay

# iptables -A PREROUTING -t mangle -p tcp --sport ftp \
-J TOS --set-tos Minimize-Delay

# iptables -A PREROUTING -t mangle -p tcp --sport ftp-data \
-J TOS --set-tos Maximize-Throughput

telnet/ftp
telnet ssh
TOS netfilter

# iptables -A OUTPUT -t mangle -p tcp --dport telnet \
-J TOS --set-tos Minimize-Delay

# iptables -A OUTPUT -t mangle -p tcp --dport ftp \
-J TOS --set-tos Minimize-Delay

# iptables -A OUTPUT -t mangle -p tcp --dport ftp-data \
-J TOS --set-tos Maximize-Throughput

15.5. netfilter iproute2 squid WEB

Ram Narula( ) Internet

Linux 80(web)
ipchaing/iptables squid

3 4

80 squid

4
4
4
Linux

cache

cache
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squid CPU

Linux+NetFilter

NetFilter Netfilter 80
iproute2 Squid

|- |

I I

R |

10.0.0.1 naret (NetFilter )

10.0.0.2 silom (Squid )

10.0.0.3 donmuang ( Internet )

10.0.0.4 kaosarn ( )

10.0.0.5 RAS

10.0.0.0/24

10.0.0.0/19

|- |

I I

i |

Internet

I
donmuang

I
———————————— hub/switch----------
I | I |
naret  silom kaosarn RAS etc.
naret silom
Silom donmuang (10.0.0.3) web

(al servers on my network had 10.0.0.1 as the default gateway which was the former
I P address of donmuang router so what | did was changed the | P address of donmuang
t0 10.0.0.3 and gave naret ip address of 10.0.0.1)

- squid ipchains

silom squid / 3128
80 3128 ipchains

silom# ipchains -N allowl
silom# ipchains -A allowl -p TCP -s 10.0.0.0/19 -d 0/0 80 -j REDIRECT 3128
silom# ipchains -1 input -j allowl

netfilter
silom# iptables -t nat -A PREROUTING -i ethO -p tcp --dport 80 -j REDIRECT --to-port 3128

%4



squid Squid http://squid.nlanr.net)
IP donmuang(
NOT naret)
Naret

- iptables iproute2
- icmp REDIRECT

1. "Mark" 80 © 2

naret# iptables -A PREROUTING -i ethO -t mangle -p tcp --dport 80 \
-j MARK --set-mark 2

2. iproute? © 2 silom

naret# echo 202 www.out >> /etc/iproute2/rt_tables

naret# ip rule add fwmark 2 table www.out

naret# ip route add default via 10.0.0.2 dev ethO table www.out
naret# ip route flush cache

donmuang naret naret icmp
icmp REDIRECT

naret# echo 0 > /proc/sys/net/ipv4/conf/all/send_redirects
naret# echo 0 > /proc/sys/net/ipv4/conf/default/send_redirects
naret# echo 0 > /proc/sys/net/ipv4/conf/eth0/send redirects

naret

naret# iptables -t mangle -L

Chain PREROUTING (policy ACCEPT)

target prot opt source destination

MARK tcp -- anywhere anywhere tcp dpt:www MARK set Ox2

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

naret# ip rule Is

0: from all lookup local

32765: from all fwmark 2 lookup www.out
32766: from all lookup main

32767: from all lookup default

naret# ip route list table www.out
default via 203.114.224.8 dev eth0

naret# ip route

10.0.0.1 dev ethO scope link

10.0.0.0/24 dev ethO proto kernel scope link src 10.0.0.1
127.0.0.0/8 dev lo scope link

default via 10.0.0.3 dev ethO

95


http://squid.nlanr.net/

1

96

(make sure silom belongs to one of the above lines, in this case

it"s the line with 10.0.0.0/24)

INTERNET

N\

1

\/

————————————————— donmuang router--------—--——-———————-
N\ N\ 1
I 1 I
I \/ I
naret silom 1
*destination port 80 traffic=========>(cache) 11
N\ 1 1
1 \/ \/
\\ kaosarn, RAS, etc.

Here is run down for packet traversing the network from kaosarn

to and from the Internet.

For web/http traffic:
kaosarn http request->naret->silom->donmuang->internet
http replies from Internet->donmuang->silom->kaosarn

For non-web/http requests(eg. telnet):

kaosarn outgoing data->naret->donmuang->internet
incoming data from Internet->donmuang->kaosarn

5.6. PMTU !

Internet
M
700 4000
I nternet 1460
“ MTU " MTU “
“ " ICMP

MTU



Internet

296

“ MTU
TCP/IP
15.6.1.
den Hout ( )
296
irc
irc
web
MTU
)

ip route add default via 10.0.0.1 mtu 296

(10.0.0.1

ICMP

Alteon Acedirectors

Internet

MTU Koosvan

33k6 ppp MTU

Linux

irc
irc
MTU

296

motd
1500 web
MTU
icmp

MTU( nfs

)
PMTU

ip route add 195.96.96.0/24 via 10.0.0.1 mtu 1000
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15.7.  PMTU MSS ADSL cable
PPPOE  PPtP

PMTU
MTU (<1500) PMTU
MTU MSS(Maximum
Segment Size ) SYN TCP
Linux PPPoE ( Roaring Penguin)
13 M SS ”
MSS “
K ICMP
hack—— “ ”

iptables-1.2.1a  Linux 2.4.3
# iptables -A FORWARD -p tcp --tcp-flags SYN,RST SYN -j TCPMSS --clamp-mss-to-pmtu

MSS

# iptables -A FORWARD -p tcp --tcp-flags SYN,RST SYN -j TCPMSS --set-mss 128

SYN MSS 128 Vol P
http

15.8. /

Note: This script has recently been upgraded and previously only worked for Linux
clientsin your network! So you might want to update if you have Windows machines
or Macs in your network and noticed that they were not able to download faster while
others were uploading.

SSH/telnet
200ms

http
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Cable DSL Modem

15.8.1.
ISP
TCP/IP
ISP
)
HOWTO
ISP
cable modem DSL
“ burst”
Linux Linux

ACK

round-trip min/avg/max = 14.4/17.1/21.7 ms

(
ISP
Linux
MODEM
Linux
Internet
TCP/IP
)
ACK
xsAall)
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560.9/573.6/586.4 ms

round-trip min/avg/max

round-trip min/avg/max = 2041.4/2332.1/2427.6 ms

220kbit/s
round-trip min/avg/max = 15.7/51.8/79.9 ms

850kbit/s
round-trip min/avg/max = 20.4/46.9/74.0 ms

80% 90%
850 ms
—MTU
MTU
Devik HTB Linux
CBQ
15.8.2. (CBQ)
CBQ 2
tc
“ tcclassadd .. classid 1:20” “ bounded”
MTU allot  avpkt
#1/bin/bash

# The Ultimate Setup For Your Internet Connection At Home

#

#

# Set the following values to somewhat less than your actual download
# and uplink speed. In kilobits

DOWNL INK=800

UPLINK=220

DEV=ppp0

# clean existing down- and uplink qdiscs, hide errors

tc qdisc del dev $DEV root 2> /dev/null > /dev/null

tc qdisc del dev $DEV ingress 2> /dev/null > /dev/null

#iHH# uplink

# install root CBQ

tc gqdisc add dev $DEV root handle 1: chq avpkt 1000 bandwidth 10mbit

# shape everything at $UPLINK speed - this prevents huge queues in your
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# DSL modem which destroy latency:
# main class

tc class add dev $DEV parent 1: classid 1:1 chq rate ${UPLINK}kbit \
allot 1500 prio 5 bounded isolated

# high prio class 1:10:

tc class add dev $DEV parent 1:1 classid 1:10 cbg rate ${UPLINK}kbit \
allot 1600 prio 1 avpkt 1000

# bulk and default class 1:20 - gets slightly less traffic,
# and a lower priority:

tc class add dev $DEV parent 1:1 classid 1:20 chqg rate $[9*$UPLINK/10]kbit \
allot 1600 prio 2 avpkt 1000

# both get Stochastic Fairness:
tc qdisc add dev $DEV parent 1:10 handle 10: sfq perturb 10
tc qdisc add dev $DEV parent 1:20 handle 20: sfq perturb 10

# start filters

# TOS Minimum Delay (ssh, NOT scp) in 1:10:

tc filter add dev $DEV parent 1:0 protocol ip prio 10 u32 \
match ip tos 0x10 Oxff Fflowid 1:10

# ICMP (ip protocol 1) in the interactive class 1:10 so we
# can do measurements & impress our friends:
tc filter add dev $DEV parent 1:0 protocol ip prio 11 u32 \

atch ip protocol 1 Oxff flowid 1:10

# To speed up downloads while an upload is going on, put ACK packets in
# the interactive class:

tc filter add dev $DEV parent 1: protocol ip prio 12 u32 \
match ip protocol 6 Oxff \
match u8 0x05 OxOf at 0 \
match ul6é 0x0000 OxffcO at 2 \
match u8 0x10 Oxff at 33 \
flowid 1:10

# rest is "non-interactive” ie "bulk®™ and ends up in 1:20

tc filter add dev $DEV parent 1: protocol ip prio 13 u32 \
match ip dst 0.0.0.0/0 flowid 1:20

HittHHHAE down LNk #HHHHHHHHHHHE

# slow downloads down to somewhat less than the real speed to prevent
# queuing at our ISP. Tune to see how high you can set it.

# ISPs tend to have *huge* queues to make sure big downloads are fast
#

# attach ingress policer:

tc qdisc add dev $DEV handle FFff: ingress

# filter *everything* to it (0.0.0.0/0), drop everything that"s
# coming in too fast:

tc filter add dev $DEV parent ffff: protocol ip prio 50 u32 match ip src \
0.0.0.0/0 police rate ${DOWNLINK}kbit burst 10k drop flowid :1

ppp /etc/ppp/ip-up.d
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tc

15.8.3. (HTB)

HTB
#1/bin/bash

# The Ultimate Setup For Your Internet Connection At Home

#

#

# Set the following values to somewhat less than your actual download
# and uplink speed. In kilobits

DOWNL INK=800

UPLINK=220

DEV=ppp0

# clean existing down- and uplink qdiscs, hide errors
tc qdisc del dev $DEV root 2> /dev/null > /dev/null
tc qdisc del dev $DEV ingress 2> /dev/null > /dev/null
#HHEH uplink

# install root HTB, point default traffic to 1:20:

tc qdisc add dev $DEV root handle 1: htb default 20

# shape everything at $UPLINK speed - this prevents huge queues in your
# DSL modem which destroy latency:

tc class add dev $DEV parent 1: classid 1:1 htb rate ${UPLINK}kbit burst 6k
# high prio class 1:10:

tc class add dev $DEV parent 1:1 classid 1:10 htb rate ${UPLINK}kbit \
burst 6k prio 1

# bulk & default class 1:20 - gets slightly less traffic,
# and a lower priority:

tc class add dev $DEV parent 1:1 classid 1:20 htb rate $[9*$SUPLINK/10]kbit \
burst 6k prio 2

# both get Stochastic Fairness:
tc qdisc add dev $DEV parent 1:10 handle 10: sfq perturb 10
tc qdisc add dev $DEV parent 1:20 handle 20: sfq perturb 10

# TOS Minimum Delay (ssh, NOT scp) in 1:10:

tc filter add dev $DEV parent 1:0 protocol ip prio 10 u32 \
match ip tos 0x10 Oxff Fflowid 1:10

# ICMP (ip protocol 1) in the interactive class 1:10 so we

# can do measurements & impress our friends:

tc filter add dev $DEV parent 1:0 protocol ip prio 10 u32 \

atch ip protocol 1 Oxff flowid 1:10

# To speed up downloads while an upload is going on, put ACK packets in
# the interactive class:
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tc filter add dev $DEV parent 1: protocol ip prio 10 u32 \

match ip protocol 6 Oxff \
match u8 0x05 OxOf at 0 \
match ul6 0x0000 OxffcO at 2 \
match u8 0x10 Oxff at 33 \
flowid 1:10

# rest is "non-interactive” ie "bulk®" and ends up in 1:20

HittHHHHE down DNk #HHHHEHHHHHHE
# slow downloads down to somewhat less than the real speed to prevent
# queuing at our ISP. Tune to see how high you can set it.

# ISPs tend to have *huge* queues to make sure big downloads are fast

#

# attach ingress policer:

tc gqdisc add dev $DEV handle ffff: ingress

# filter *everything* to it (0.0.0.0/0), drop everything that"s
# coming in too fast:

tc filter add dev $DEV parent ffff: protocol ip prio 50 u32 match ip src \

0.0.0.0/0 police rate ${DOWNLINK}kbit burst 10k drop flowid :1

ppp

15.9.

man

tc

/etc/ppp/ip-up.d

tc qdisc add dev $DEV root handle 1: chq avpkt 1000 bandwidth 10mbit

tc class add dev $DEV parent 1: classid 1:1 chq rate 512kbit \

allot 1500 prio 5 bounded isolated

tc filter add dev $DEV parent 1: protocol ip prio 16 u32 \

match ip dst 195.96.96.97 flowid 1:1

10M

512kbit

cbqg
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( ) 9.6.2
“ tc qdisc del dev $DEV root”

“ tc qdisc add dev $DEV parent 1:1 sfq

perturb 10” 9.2.3
15.10. NAT QoS

Pedro Larroy <piotr@omega.resa.es>

Linux Internet
IP NAT
QoS 198 I nternet
lartc
LAN Linux Internet
IP IP iptables
Linux 2.4.18
2.4.18 HTB
iproute
“tc” HTB
iptables
15.10.1.
6 HTB
(
) 2Mbps /300kbps
ADSL 240kbps
CEIL 75% ethO IP
root shell
CEIL=240

tc qdisc add dev ethO root handle 1: htb default 15
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tc class add dev ethO parent
tc class add dev ethO parent
tc class add dev ethO parent
tc class add dev ethO parent
tc class add dev ethO parent
tc class add dev ethO parent
tc class add dev ethO parent
tc qdisc add dev ethO parent
tc qdisc add dev ethO parent
tc qdisc add dev ethO parent

classid 1:10 htb
classid 1:11 htb
classid 1:12 htb
classid 1:13 htb
classid 1:14 htb
:1 classid 1:15 htb
:12 handle 120: sfq
:13 handle 130: sfq
114 handle 140: sfq

Y

RPRRPRRPRRPRPRRPRRRERRE

tc qdisc add dev ethO parent 1:15 handle 150: sfq
HTB

o +

| root 1: |

S +

I

ey +

| class 1:1 |
e +

S S A U M
[1:10] |1:11] J1:12] J1:13] J1:14] J1:15]
S N

classid 1:10 htb rate 80kbit ceil 80kbit prio 0

rate 80kbit
rate 80kbit
rate 20kbit
rate 20kbit
rate 10kbit
rate 30kbit
perturb 10
perturb 10
perturb 10
perturb 10

ssh telnet dns quake3 irc

classid 1:11 htb rate 80kbit ceil ${ CEIL}kbit prio 1

WEB
80

classid 1:12 htb rate 20kbit ceil ${ CEIL}kbit prio 2
TOS

classid 1:13 htb rate 20kbit ceil ${ CEIL}kbit prio 2
NAT

classid 1:14 htb rate 10kbit ceil ${ CEIL}kbit prio 3

(SMTP pop3 ) TOS

classid 1:15 htb rate 30kbit ceil ${ CEIL}kbit prio 3
NAT

: classid 1:1 htb rate ${CEIL}kbit ceil ${CEIL}kbit

ceil 80kbit prio 0

ceil ${CEIL}kbit prio
ceil ${CEIL}kbit prio
ceil ${CEIL}kbit prio
ceil ${CEIL}kbit prio
ceil ${CEIL}kbit prio

80

Internet
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15.10.2.

1:15 ( tc qdisc add dev ethO root handle 1: htb
default 15)
iptables iptables
RETURN
tc filter add dev ethO parent 1:0 protocol ip prio 1 handle 1 fw classid 1:10
tc filter add dev ethO parent 1:0 protocol ip prio 2 handle 2 fw classid 1:11
tc filter add dev ethO parent 1:0 protocol ip prio 3 handle 3 fw classid 1:12
tc filter add dev ethO parent 1:0 protocol ip prio 4 handle 4 fw classid 1:13
tc filter add dev ethO parent 1:0 protocol ip prio 5 handle 5 fw classid 1:14
tc filter add dev ethO parent 1:0 protocol ip prio 6 handle 6 fw classid 1:15
FWMARK (hanlde x fw)
( classid x:x)
Linux IP
Fom e + Fomm + o +
Packet -] PREROUTING |---routing----- | FORWARD |------- S | POSTROUTING |- Packets
input  +--—----———-- + decision oo + oo + out
I I
Fom—— + . +
| INPUT |---- Local process -] OUTPUT |
Fom——— + Fomm +
tables ACCEPT(-P ACCEPT)
iptables
B —172.17.0.0/16 IP 212.170.21.172
NAT

echo 1 > /proc/sys/net/ipv4/ip_forward
iptables -t nat -A POSTROUTING -s 172.17.0.0/255.255.0.0 -0 ethO -j SNAT --to-source
212.170.21.172

1:15

tc -s class show dev ethO

PREROUTING mangle

iptables -t mangle -A PREROUTING -p icmp -j MARK --set-mark Ox1
iptables -t mangle -A PREROUTING -p icmp -j RETURN

ping
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1:10

tc -s class show dev ethO

- RETURN icmp

TOS

iptables -t mangle -A PREROUTING -m tos --tos Minimize-Delay -j MARK --set-mark Ox1
iptables -t mangle -A PREROUTING -m tos --tos Minimize-Delay -j RETURN

iptables -t mangle -A PREROUTING -m tos --tos Minimize-Cost -j MARK --set-mark 0x5
iptables -t mangle -A PREROUTING -m tos --tos Minimize-Cost -j RETURN

iptables -t mangle -A PREROUTING -m tos --tos Maximize-Throughput -j MARK --set-mark Ox6
iptables -t mangle -A PREROUTING -m tos --tos Maximize-Throughput -j RETURN

ssh

iptables -t mangle -A PREROUTING -p tcp -m tcp --sport 22 -j MARK --set-mark Ox1
iptables -t mangle -A PREROUTING -p tcp -m tcp --sport 22 -j RETURN

tcp ( SYN )
iptables -t mangle -1 PREROUTING -p tcp -m tcp --tcp-flags SYN,RST,ACK SYN -j MARK --set-mark

Ox1
iptables -t mangle -1 PREROUTING -p tcp -m tcp --tcp-flags SYN,RST,ACK SYN -j RETURN

PREROUTING mangle
PREROUTING

iptables -t mangle -A PREROUTING -j MARK --set-mark Ox6

1:15
1:15

OUTPUT A

PREROUTING -A OUTPUT ( PREROUTING/OUTPUT/) (Linux
) -j MARK --set-mark 0x3
OUTPUT
15.10.3.
Internet
tcp

tc qdisc add dev ethO parent 1:13 handle 130: sfq perturb 10
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tc qdisc add dev ethO parent 1:14 handle 140: sfq perturb 10
tc qdisc add dev ethO parent 1:15 handle 150: sfq perturb 10

15.10.4.

/etc/init.d/packetfilter
[start | stop | stop-tables | start-tables | rel oad-tables]

/etc/network/iptables-rules iptables
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http://omega.resa.es/piotr/files/packetfilter.tar.bz2

Linux

2 IP
HUB
traceroute A B
” ) 14 ”

Linux 2.4/2.5
16.1. iptables

Linux 2.4.20 iptables

ethO ethl iptables
NAT mangle Linux 2.5.45
“ ebtables’ MACNAT

16.2.

16.3. ARP

“ brouting”
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NETBEUI

16.3.1. ARP  ARP

“ 10.0.0.7
10.0.0.1
10.0.0.7
cache
16.3.2.
ARP

Linux 2.4/2.5(
“ proxy_arp”

110

2.2),

Linux

cruft

10.0.0.1"

ARP

cruft

ARP

ARP

ARP

/proc

cache



2.

3. ARP

echo 1 > /proc/sys/net/ipv4/conf/ethL/proxy_arp
echo 1 > /proc/sys/net/ipv4/conf/ethR/proxy_arp

L R
ip_forwarding
ap
Cisco “ clear arp-cache” Linux “ap-dip
“ arping” “ iputils’
“ arping” ARP
ARP
“ black hats’
. Linux 2.4 ARP

echo 1 > /proc/sys/net/ipv4/ip_nonlocal_bind

route

m



OSPF BGP4 Internet gated zebra Linux

Cisco IP
OSPF
Moy, John T. "OSPF  Internet " Addison Wesley. Reading, MA. 1998.

Halabi OSPF
Cisco

BGP

Halabi, Bassam "Internet " Cisco (New Riders )
, 1997.

Cisco

Cisco Zebra
©

17.1. Zebra OSPF

Zebra
Kunihiro Ishiguro Toshiaki Takada  Yasuhiro Ohara
Zebra OSPF
OSPF Open Shortest Path First(
)
0 0
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http://www.cisco.com/univercd/cc/td/doc/cisintwk/idg4/nd2003.htm
http://www.cisco.com/univercd/cc/td/doc/cisintwk/ics/icsbgp4.htm
mailto:piotr@omega.resa.es
http://www.zebra.org/

RIP

CPU
OSPF Dijkstra
OSPF
GPL
OSPF Zebra GPL
17.1.1.
Linux
CONFIG_NETLINK_DEV  CONFIG_IP_MULTICAST
( )-
iproute
Zebra
http://www.zebra.org
17.1.2. Zebra
| 192.168.0.0/24 |
| |
| Area 0 100BaseTX Switched |
| Backbone Ethernet |
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http://www.soi.wide.ad.jp/class/99007/slides/13/07.html
http://www.zebra.org/

|ethl |ethl |ethO
| 100BaseTX |100BaseTX | 100BaseTX | 100BaseTX
|-1 |-2 | -253 |

|ethO |ethO

| |

|2MbDSL/ATM | 100BaseTX
| Internet | | 172.17.0.0/16 Area 1 | | 192.168.1.0/24 wlan Area 2]
———————————— | Student network (dorm) | | barcelonawireless |

zebra zebra.conf

hostname omega
password xxx

enable password Xxxx
1

I Interface®s description.
!
linterface lo

I description test of desc.
1

interface ethl

multicast
1

! Static default route
1

ip route 0.0.0.0/0 212.170.21.129
1

iog file /var/log/zebra/zebra.log

Debian [etc/zebra/daemons

zebra=yes
ospfd=yes

ospfd.conf IPv6 ospf6d.conf ospfd.conf

hostname omega
password Xxx

enable password Xxxx
1

;outer ospf
network 192.168.0.0/24 area 0

network 172.17.0.0/16 area 1
1

i log stdout
log file /var/log/zebra/ospfd. log

ospf
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17.1.3.

Zebra

Zebra

“ [etc/init.d/zebra start”

2002/12/13

22

:46:

24

OSPF:

“ zebra -d”
ospdfd

interface 192.168.0.1 join AlISPFRouters Multicast group.

2002/12/13
2002/12/13
2002/12/13
2002/12/13
2002/12/13
2002/12/13
2002/12/13
2002/12/13
2002/12/13
2002/12/13
2002/12/13
2002/12/13
2002/12/13
2002/12/13

22
22
22
22
22
22
22
22
22
22
22
22
22
22

:46:34
:46:44
:46:54
:47:04
147:04
:47:04
:47:04
:47:04
:47:04
:47:06
:47:06
:47:06
:47:06
t47:11

OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:

SMUX_CLOSE

SMUX_CLOSE with reason: 5
SMUX_CLOSE with reason: 5
SMUX_CLOSE with reason: 5
SMUX_CLOSE with reason: 5
DR-Election[1st]: Backup 192.168
DR-Election[1st]: DR 192.168
DR-Election[2nd]: Backup 0.0.0.0
DR-Election[2nd]: DR 192.168.0.1

interface 192.168.0.1 join AllIDRouters Multicast group.
DR-Election[1st]: Backup 192.168.0.2

DR-Election[1st]: DR 192.168.0.1

Packet[DD]: Negotiation done (Slave).

.0.1
.0.1

ospf_intra_add_router: Start

SNMP
192.168.0.2

zebra

192.168.0.1
ospfd

$ telnet localhost zebra
$ telnet localhost ospfd

zebra

root@atlantis:~# telnet localhost zebra
Trying 127.0.0.1...

Connected to atlantis.

Escape character is ""]".

ello, this is zebra (version 0.92a).
Copyright 1996-2001 Kunihiro Ishiguro.

ser Access Verification

Password:

atlantis> show ip route

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

K>* 0.0.0.0/0 via 192.168.0.1, ethl

C>* 127.0.0.0/8 is directly connected, lo

0 172.17.0.0/16 [110/10] is directly connected, ethO, 06:21:53

C>* 172.17.0.0/16 is directly connected, ethO

0 192.168.0.0/24 [110/10] is directly connected, ethl, 06:21:53
C>* 192.168.0.0/24 is directly connected, ethl

atlantis> show ip ospf border-routers

OSPF router routing table
R 192.168.0.253 [10] area: (0.0.0.0), ABR
via 192.168.0.253, ethl

[10] area: (0.0.0.1), ABR

via 172.17.0.2, eth0
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iproute

root@omega:~# ip route

212.170.21.128/26 dev eth0 proto kernel

192.168.0.0/24 dev ethl proto kernel

scope link src 212.170.21.172
scope link src 192.168.0.1

172.17.0.0/16 via 192.168.0.2 dev ethl proto zebra metric 20
default via 212.170.21.129 dev ethO proto zebra

root@omega:~#

zebra
Zebra
zebra ¢ ?
cpdump -i ethl ip[9] == 89
OSPF OSPF IP
9
OSPF
OSPF

116

zebra  ospfd
ping

89 IP

HOWTO



Linux

802.1Q VLAN  Linux ()
VLAN
VLAN
VLAN (

HOWTO

Linux

Cisco Catayst 3Com: <Corebuilder, Netbuilder 11,

SuperStack 11 switch 630>  Extreme Ntwks Summit 48  Foundry:
<ServerlronXL, Fastlron>)
VLAN HOWTO
2414 ( 13)
802.1Q VLAN  Linux ( )
vlian
Linux ( )
Linux Linux
LVS
IP ARP LVS ARP——
MAC LVS
LVS 5Gbps
LVS  Linux20 22 24/2.5

Netfilter

CBQ.init (site)

CBQ
CBQ.init
Linux

24
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http://scry.wanfear.com/~greear/vlan.html
ftp://ftp.netlab.ohio-state.edu/pub/jain/courses/cis788-97/virtual_lans/index.htm
http://scry.wanfear.com/~greear/vlan/cisco_howto.html
http://vlan.sourceforge.net/
http://www.linuxvirtualserver.org/
ftp://ftp.equinox.gu.net/pub/linux/cbq/

192.168.1.0/24 ( 10Mbps
28kbps CBQinit
DEVICE=ethl,10Mbit, IMbit
RATE=28Kbi't
WEIGHT=2Kbi't

PRI0=5
RULE=192.168.1.0/24

CBQ init

Chronox easy shaping scripts (site)

Stephan Mueller (smueller@chronox.de)
“ shaper

# limit.conn -s SERVERIP -p SERVERPORT -1 LIMIT
Linux 2.2 24/25

iptables
)
)
IP
IP MAC
# vrrpd -i eth0O -v 50 10.0.0.22
10.0.0.22
10.0.0.22 MAC
1
-n
64 bytes from 10.0.0.22: icmp_seq=3 ttl=255 time=0.2 ms
64 bytes from 10.0.0.22: icmp_seq=4 ttl=255 time=0.2 ms
64 bytes from 10.0.0.22: icmp_seq=5 ttl=255 time=16.8 ms
64 bytes from 10.0.0.22: icmp_seq=6 ttl=255 time=1.8 ms
64 bytes from 10.0.0.22: icmp_seq=7 ttl=255 time=1.7 ms
ping 4
486
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README

limit.conn”

MAC
MAC

vITp
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http://www.chronox.de/
http://w3.arobas.net/~jetienne/vrrpd/index.html

http://snafu.freedom.org/linux2.2/i proute-notes.html

http://www.davin.ottawa.on.ca/ols/

Linux —Jamal Hadi Salim

http://defiant.coi net.com/i proute?/ip-cref/

Alexey  LaTeX HTML ——iproute2
http://www.aciri.org/floyd/cbg.html

Sally Floyd CBQ
CBQ CBQ

Differentiated Services on Linux

Werner Almesberger Jamal Hadi Salim  Alexey Kuznetsov
Linux TBF GRED DSMARK tcindex
DiffServ

http://ceti.pl/~kravietz/cba/NET4 tc.html

HOWTO copy/paste
HOWTO

|OS Committed Access Rate

Cisco -
Cisco -

Docum ( )

Stef Coene Linux
CBQi/tc
BUG

TCP/IP Illustrated, volume 1, W. Richard Stevens, ISBN 0-201-63346-9
TCP/IP
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http://defiant.coinet.com/iproute2/ip-cref/
http://www.aciri.org/floyd/cbq.html
ftp://icaftp.epfl.ch/pub/linux/diffserv/misc/dsid-01.txt.gz
http://ceti.pl/~kravietz/cbq/NET4_tc.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios111/cc111/car.htm
http://www.docum.org/
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